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INTRODUCTION 

This Study Guide was created so that all students of the All-Hazards Communications 
Technician (COMT) course will have the same foundational knowledge.  Some 
students’ skills and experience will be above and beyond what is contained in these 
pages.  Others will be introduced to terms and theories they have not yet experienced.  
In-class discussion will give students an opportunity to explore further those theories 
that are new to them.  Exercises during the class will then provide an opportunity to 
test the theories learned.  Finally, post-class research and performance as a COMT at 
incidents and planned events will provide students the opportunity to experiment with 
and prove the theories in real-world situations. 

The Department of Homeland Security Office of Emergency Communications (OEC), 
through a group of public safety practitioners with many years of incident 
communications experience, developed this course as an introductory course.  Its 
purpose is to introduce prospective COMTs to the role of the COMT at an incident or 
planned event, to introduce the technologies that may be deployed in support of an 
incident, and to provide resources and tools that a prospective COMT can use to better 
understand what assets are available locally and plan how those resources might be 
brought to bear in times of crisis. 

This Study Guide is a compilation of information extracted from three sources.  
The complete documents are available for download from the Public Safety Tools 
website.  Go to:  http://www.publicsafetytools.info/start_index_v2.php  Click on “PS 
Library” then “Webview” and search on the title of each individual reference 
document. 

1. The Federal Emergency Management Agency (FEMA) National Urban
Search and Rescue Response System Communications Specialist Course
Student Workbook.1

2. The U.S. Department of Justice Office of Community Oriented Policing
Services (COPS Office) Law Enforcement Tech Guide for Communications
Interoperability: A Guide for Interagency Communications Projects.2 

3. The National Law Enforcement and Corrections Technology Center–Rocky
Mountain Region (NLECTC) Understanding Wireless Communications in
Public Safety: A Guidebook to Technology, Issues, Planning, and
Management.3

1 Federal Emergency Management Agency (FEMA), National Urban Search and Rescue Response System 
Communications Specialist Course Student Workbook, Volumes 1 and 2, Washington, D.C.: FEMA, U.S. 
Department of Homeland Security, June 2007. Hereafter, FEMA Student Workbook. 
2 Dan M. Hawkins, Law Enforcement Tech Guide for Communications Interoperability: A Guide for Interagency 
Communications Projects, Washington, D.C.: U.S. Department of Justice Office of Community Oriented Policing 
Services, 2006. This publication is available in hard copy at no cost from the COPS Office. See 
http://www.cops.usdoj.gov/RIC/ResourceDetail.aspx?RID=238 for more information. Hereafter, COPS 
Interoperability Tech Guide. 
3 Kathy J. Imel and James W. Hart, P.E., Understanding Wireless Communications in Public Safety: A 
Guidebook to Technology, Issues, Planning and Management, Denver, Colorado: NLECTC–Rocky Mountain, 
second edition, January 2003. Hereafter, NLECTC Guidebook. 

http://www.publicsafetytools.info/start_index_v2.php
http://www.cops.usdoj.gov/RIC/ResourceDetail.aspx?RID=238


The information you will need to be successful in the All-Hazards COMT course is 
contained in specific chapters in these documents and is outlined below; however, if 
you would like to learn more, please feel free to read these documents in their 
entirety. 

During the COMT course, you will be tested on the information provided in these studies. 

GUIDED STUDY 

For your convenience, this Study Guide provides a compilation of excerpts from 
three publications.  COMT students are expected to read this Study Guide and be 
familiar with its content prior to attending the class.  

Study 1: Radio Wave Propagation 

Reference Material: FEMA Student Workbook, Volume 2-28, June 2007, Chapter 1. 

Study 2: Voice versus Data 

Reference Material: NLECTC Guidebook, Chapter 5. 

Study 3: Voice Communications 

Reference Material: COPS Interoperability Tech Guide, Chapter 16, pages 245-258. 

Study 4: Characteristics of Radio Systems 

Reference Material: NLECTC Guidebook, Chapter 6, pages 41-49. 

Study 5: Antennas 

Reference Material: FEMA Student Workbook, Volume 2-28, June 2007, Chapter 3. 

Reference Material: NLECTC Guidebook, Chapter 6, pages 50-64. 

Study 6: Current Public Safety Systems 

Reference Material: NLECTC Guidebook, Chapter 7. 

Reference Material: COPS Interoperability Tech Guide, Chapter 16, pages 259-282, 
and Chapter 17. 



Study 1: Radio Wave Propagation 
Reference Material: FEMA Student Workbook, Volume 2-28, June 2007 - Chapter 1 
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CHAPTER 1: RADIO WAVE PROPAGATION

Learning Objectives
Upon completing this chapter, you will be able to

• State what radio waves are;

• List the components of a radio wave and define the terms cycle, frequency, harmonics,
period, wavelength, and velocity as applied to radio wave propagation;

• Compute the wavelength of radio waves;

• State how radio waves are polarized, vertically and horizontally;

• State what reflection, refraction, and diffraction are as applied to radio waves;

• State what influence the Earth's atmosphere has on radio waves and list the different
layers of the Earth's atmosphere;

• Identify a ground wave, a sky wave, and state the effects of the ionosphere on the sky
wave;

• Describe propagation paths;

• Describe fading, multipath fading;

• Describe propagation paths;

• State how transmission losses affect radio wave propagation;

• State how electromagnetic interference, man-made/natural interference, and ionospheric
disturbances affect radio wave propagation. State how transmission losses affect radio
wave propagation;

• State what temperature inversion is, how frequency predictions are made, and how
weather affects frequency; and

• State what tropospheric scatter is and how it affects radio wave propagation.

Introduction to Wave Propagation
Of the many technical subjects that Communication Specialists are expected to know, the one 
least susceptible to change is the theory of wave propagation. The basic principles that enable 
waves to be propagated (transmitted) through space are the same today as they were 70 years 
ago. One would think, then, that a thorough understanding of these principles is a relatively 
simple task. For the electrical engineer or the individual with a natural curiosity for the unknown, 
it is indeed a simple task. Most technicians, however, tend to view wave propagation as 
something complex and confusing, and would just as soon see this chapter completely disappear 
from training manuals. This attitude undoubtedly stems from the fact that wave propagation is an 
invisible force that cannot be detected by the sense of sight or touch. Understanding wave 
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propagation requires the use of the imagination to visualize the associated concepts and how they 
are used in practical application. This manual was developed to help you visualize and 
understand those concepts. Through ample use of illustrations and a step-by-step transition from 
the simple to the complex, we will help you develop a better understanding of wave propagation. 
In this chapter, we will discuss propagation theory on an introductory level, without going into 
the technical details that concern the engineer. However, you must still use thought and 
imagination to understand the new ideas and concepts as they are presented. 

To understand radio wave propagation, you must first learn what wave propagation is and some 
of the basic physics or properties that affect propagation. Many of these properties are common 
everyday occurrences, with which you are already familiar. 

What is Propagation?
Early man was quick to recognize the need to communicate beyond the range of the human 
voice. To satisfy this need, he developed alternate methods of communication, such as hand 
gestures, beating on a hollow log, and smoke signals. Although these methods were effective, 
they were still greatly limited in range. Eventually, the range limitations were overcome by the 
development of courier and postal systems; but there was then a problem of speed. For centuries 
the time required for the delivery of a message depended on the speed of a horse. 

During the latter part of the 19th century, both distance and time limitations were largely 
overcome. The invention of the telegraph made possible instantaneous communication over long 
wires. Then a short time later, man discovered how to transmit messages in the form of RADIO 
WAVES. 

As you will learn in this chapter, radio waves are propagated. PROPAGATION means 
"movement through a medium." This is most easily illustrated by light rays. When a light is 
turned on in a darkened room, light rays travel from the light bulb throughout the room. When a 
flashlight is turned on, light rays also radiate from its bulb, but are focused into a narrow beam. 
You can use these examples to picture how radio waves propagate. Like the light in the room, 
radio waves may spread out in all directions. They can also be focused (concentrated) like the 
flashlight, depending upon the need. Radio waves are a form of radiant energy, similar to light 
and heat. Although they can neither be seen nor felt, their presence can be detected through the 
use of sensitive measuring devices. The speed at which both forms of waves travel is the same; 
they both travel at the speed of light. 

You may wonder why you can see light but not radio waves, which consist of the same form of 
energy as light. The reason is that you can only "see" what your eyes can detect. Your eyes can 
detect radiant energy only within a fixed range of frequencies. Since the frequencies of radio 
waves are below the frequencies your eyes can detect, you cannot see radio waves. 

The theory of wave propagation that we discuss in this section applies to communication 
equipment.
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Electromagnetic Spectrum
Light is one kind of electromagnetic energy. There are many other types, including heat energy 
and radio energy. The only difference between the various types of electromagnetic energy is the 
frequency of their waves (rate of vibration). The term SPECTRUM is used to designate the entire 
range of electromagnetic waves arranged in order of their frequencies. The VISIBLE 
SPECTRUM contains only those waves which stimulate the sense of sight. You, as a technician, 
might be expected to maintain equipment that uses electromagnetic waves within, above, and 
below the visible spectrum. 
There are neither sharp dividing lines nor gaps in the ELECTROMAGNETIC SPECTRUM. 
Figure 1-1 illustrates how portions of the electromagnetic spectrum overlap. Notice that only a 
small portion of the electromagnetic spectrum contains visible waves, or light, which can be seen 
by the human eye.

Figure 1-1.—Electromagnetic spectrum. 
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Electromagnetic Waves 
In general, the same principles and properties of light waves apply to the communications 
electromagnetic waves you are about to study. The electromagnetic field is used to transfer 
energy (as communications) from point to point. We will introduce the basic ANTENNA as the 
propagation source of these electromagnetic waves.

The Basic Antenna 
The study of antennas and electromagnetic wave propagation is essential to a complete 
understanding of radio communication, radar, loran, and other electronic systems. Figure 1-2 
shows a simple radio communication system. In the illustration, the transmitter is an electronic 
device that generates radio-frequency energy. The energy travels through a transmission line (we 
will discuss this in chapter 3) to an antenna. The antenna converts the energy into radio waves 
that radiate into space from the antenna at the speed of light. The radio waves travel through the 
atmosphere or space until they are either reflected by an object or absorbed. If another antenna is 
placed in the path of the radio waves, it absorbs part of the waves and converts them to energy. 
This energy travels through another transmission line and is fed to a receiver. From this example, 
you can see that the requirements for a simple communications system are (1) transmitting 
equipment, (2) transmission line, (3) transmitting antenna, (4) medium, (5) receiving antenna, 
and (6) receiving equipment.

Figure 1-2.—Simple radio communication system. 
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An antenna is a conductor or a set of conductors used either to radiate electromagnetic energy 
into space or to collect this energy from space. Figure 1-3 shows an antenna. View A is a 
drawing of an actual antenna; view B is a cut-away view of the antenna; and view C is a 
simplified diagram of the antenna.

Figure 1-24.—Antenna. 

Radio Waves
An energy wave generated by a transmitter is called a RADIO WAVE. The radio wave radiated 
into space by the transmitting antenna is a very complex form of energy containing both electric 
and magnetic fields. Because of this combination of fields, radio waves are also referred to as 
ELECTROMAGNETIC RADIATION. This discussion will explain the Earth's atmosphere and 
its effect on radio waves. 
NOTE: The term radio wave is not limited to communications equipment alone. The term 
applies to all equipment that generates signals in the form of electromagnetic energy.

Components of Radio Waves
The basic shape of the wave generated by a transmitter is that of a sine wave. The wave radiated 
out into space, however, may or may not retain the characteristics of the sine wave. 

A sine wave can be one cycle or many cycles. Recall from chapter 1 that the number of cycles of 
a sine wave that are completed in 1 second is known as the frequency of the sine wave. For 
example, 60 cycles of ordinary house current occur each second, so house current is said to have 
a frequency of 60 cycles per second or 60 hertz. 

The frequencies falling between 3000 hertz (3 kHz) and 300,000,000,000 hertz (300 GHz) are 
called RADIO FREQUENCIES (abbreviated rf) since they are commonly used in radio 
communications. This part of the radio frequency spectrum is divided into bands, each band 
being 10 times higher in frequency than the one immediately below it. This arrangement serves 
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as a convenient way to remember the range of each band. The rf bands are shown in table 1-1. 
The usable radio-frequency range is roughly 10 kilohertz to 100 gigahertz.

Table 1-1.—Radio Frequency Bands 

DESCRIPTION ABBREVIATION FREQUENCY 

Very low VLF 3 to 30 KHz 

Low LF 30 to 300 KHz 

Medium MF 300 to 3000 KHz 

High HF 3 to 30 MHz 

Very high VHF 30 to 300 MHz 

Ultrahigh UHF 300 to 3000 MHz 

Super high SHF 3 to 30 GHz 
Extremely high EHF 30 to 300 GHz 

The PERIOD of a radio wave is simply the amount of time required for the completion of one 
full cycle. If a sine wave has a frequency of 2 hertz, each cycle has a duration, or period, of one-
half second. If the frequency is 10 hertz, the period of each cycle is one-tenth of a second. Since 
the frequency of a radio wave is the number of cycles that are completed in one second, you 
should be able to see that as the frequency of a radio wave increases, its period decreases.

A wavelength is the space occupied by one full cycle of a radio wave at any given instant. 
Wavelengths are expressed in meters (1 meter is equal to 3.28 feet). You need to have a good 
understanding of frequency and wavelength to be able to select the proper antenna(s) for use in 
successful communications. 
The velocity (or speed) of a radio wave radiated into free space by a transmitting antenna is 
equal to the speed of light–186,000 miles per second or 300,000,000 meters per second. Because 
of various factors, such as barometric pressure, humidity, molecular content, etc., radio waves 
travel inside the Earth's atmosphere at a speed slightly less than the speed of light. Normally, in 
discussions of the velocity of radio waves, the velocity referred to is the speed at which radio 
waves travel in free space. 
The frequency of a radio wave has nothing to do with its velocity. A 5-megahertz wave travels 
through space at the same velocity as a 10-megahertz wave. However, the velocity of radio 
waves is an important factor in making wavelength-to-frequency conversions, the subject of our 
next discussion.



National Urban Search and Rescue Response System
Communications Specialist Course

June 2007 Workbook Volume 2-7

Learning Check

1. What is the term used to describe the basic frequency of a radio wave?

Wavelength-to-Frequency Conversions  
Radio waves are often referred to by their wavelength in meters rather than by frequency. For 
example, most people have heard commercial radio stations make announcements similar to the 
following: "Station WXYZ operating on 240 meters..." To tune receiving equipment that is 
calibrated by frequency to such a station, you must first convert the designated wavelength to its 
equivalent frequency. 
As discussed earlier, a radio wave travels 300,000,000 meters a second (speed of light); 
therefore, a radio wave of 1 hertz would have traveled a distance (or wavelength) of 300,000,000 
meters. Obviously then, if the frequency of the wave is increased to 2 hertz, the wavelength will 
be cut in half to 150,000,000 meters. This illustrates the principle that the HIGHER THE 
FREQUENCY, the SHORTER THE WAVELENGTH.

Wavelength-to-frequency conversions of radio waves are really quite simple because wavelength 
and frequency are reciprocals: Either one divided into the velocity of a radio wave yields the 
other. Remember, the formula for wavelength is:

The wavelength in meters divided into 300,000,000 yields the frequency of a radio wave in hertz. 
Likewise, the wavelength divided into 300,000 yields the frequency of a radio wave in kilohertz, 
and the wavelength divided into 300 yields the frequency in megahertz. 
Now, let us apply the formula to determine the frequency to which the receiving equipment must 
be tuned to receive station WXYZ operating on 240 meters. Radio wave frequencies are 
normally expressed in kilohertz or megahertz.
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To find the frequency in hertz, use the formula: 

To find the frequency in kilohertz, use the formula: 

To find the frequency in megahertz, use the formula: 
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Learning Check

2. It is known that WWV operates on a frequency of 10 megahertz. What is the wavelength
of WWV?

3. A station is known to operate at 60-meters. What is the frequency of the unknown
station?

Polarization 
For maximum absorption of energy from the electromagnetic fields, the receiving antenna must 
be located in the plane of polarization. This places the conductor of the antenna at right angles to 
the magnetic lines of force moving through the antenna and parallel to the electric lines, causing 
maximum induction.
Normally, the plane of polarization of a radio wave is the plane in which the E field propagates 
with respect to the Earth. If the E field component of the radiated wave travels in a plane 
perpendicular to the Earth's surface (vertical), the radiation is said to be VERTICALLY 
POLARIZED, as shown in figure 1-4, view A. If the E field propagates in a plane parallel to the 
Earth's surface (horizontal), the radiation is said to be HORIZONTALLY POLARIZED, as 
shown in view B.

Figure 1-4 Polarization.
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Atmospheric Propagation 
Within the atmosphere, radio waves can be reflected, refracted, and diffracted like light and heat 
waves. 

Reflection 
Radio waves may be reflected from various substances or objects they meet during travel 
between the transmitting and receiving sites. The amount of reflection depends on the reflecting 
material. Smooth metal surfaces of good electrical conductivity are efficient reflectors of radio 
waves. The surface of the Earth itself is a fairly good reflector. The radio wave is not reflected 
from a single point on the reflector but rather from an area on its surface. The size of the area 
required for reflection to take place depends on the wavelength of the radio wave and the angle 
at which the wave strikes the reflecting substance.

When radio waves are reflected from flat surfaces, a phase shift in the alternations of the wave 
occurs. Figure 1-5 shows two radio waves being reflected from the Earth's surface. Radio waves 
that keep their phase relationships after reflection normally produce a stronger signal at the 
receiving site. Those that are received out of phase produce a weak or fading signal. The shifting 
in the phase relationships of reflected radio waves is one of the major reasons for fading. Fading 
will be discussed in more detail later in this chapter.

Figure 1-5.—Phase shift of reflected radio waves. 

Refraction 
Another phenomenon common to most radio waves is the bending of the waves as they move 
from one medium into another in which the velocity of propagation is different. This bending of 
the waves is called refraction. For example, suppose you are driving down a smoothly paved 
road at a constant speed and suddenly one wheel goes off onto the soft shoulder. The car tends to 
veer off to one side. The change of medium, from hard surface to soft shoulder, causes a change 
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in speed or velocity. The tendency is for the car to change direction. This same principle applies 
to radio waves as changes occur in the medium through which they are passing. As an example, 
the radio wave shown in figure 1-6 is traveling through the Earth's atmosphere at a constant 
speed. As the wave enters the dense layer of electrically charged ions, the part of the wave that 
enters the new medium first travels faster than the parts of the wave that have not yet entered the 
new medium. This abrupt increase in velocity of the upper part of the wave causes the wave to 
bend back toward the Earth. This bending, or change of direction, is always toward the medium 
that has the lower velocity of propagation. 

Figure 1-6.—Radio wave refraction.

Radio waves passing through the atmosphere are affected by certain factors, such as temperature, 
pressure, humidity, and density. These factors can cause the radio waves to be refracted. This 
effect will be discussed in greater detail later in this chapter. 

Diffraction 
A radio wave that meets an obstacle has a natural tendency to bend around the obstacle as 
illustrated in figure 1-7. The bending, called diffraction, results in a change of direction of part of 
the wave energy from the normal line-of-sight path. This change makes it possible to receive 
energy around the edges of an obstacle as shown in view A or at some distances below the 
highest point of an obstruction, as shown in view B. Although diffracted rf energy usually is 
weak, it can still be detected by a suitable receiver. The principal effect of diffraction extends the 
radio range beyond the visible horizon. In certain cases, by using high power and very low 
frequencies, radio waves can be made to encircle the Earth by diffraction. 
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Figure 1-7.—Diffraction around an object.

Learning Check

4. What is one of the major reasons for the fading of radio waves which have been reflected
from a surface?

The Effect of the Earth’s Atmosphere on Radio Waves 
This discussion of electromagnetic wave propagation is concerned mainly with the properties 
and effects of the medium located between the transmitting antenna and the receiving antenna. 
While radio waves traveling in free space have little outside influence affecting them, radio 
waves traveling within the Earth's atmosphere are affected by varying conditions. The influence 
exerted on radio waves by the Earth's atmosphere adds many new factors to complicate what at 
first seems to be a relatively simple problem. These complications are because of a lack of 
uniformity within the Earth's atmosphere. Atmospheric conditions vary with changes in height, 
geographical location, and even with changes in time (day, night, season, year). A knowledge of 
the composition of the Earth's atmosphere is extremely important for understanding wave 
propagation. 
The Earth's atmosphere is divided into three separate regions, or layers. They are the 
TROPOSPHERE, the STRATOSPHERE, and the IONOSPHERE. The layers of the atmosphere 
are illustrated in figure1-8.
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Figure 1-8—Layers of the earth's atmosphere.

Troposphere 
The troposphere is the portion of the Earth's atmosphere that extends from the surface of the 
Earth to a height of about 3.7 miles (6 km) at the North Pole or the South Pole and 11.2 miles (18 
km) at the equator. Virtually all weather phenomena take place in the troposphere. The 
temperature in this region decreases rapidly with altitude, clouds form, and there may be much 
turbulence because of variations in temperature, density, and pressure. These conditions have a 
great effect on the propagation of radio waves, which will be explained later in this chapter. 

Stratosphere 
The stratosphere is located between the troposphere and the ionosphere. The temperature 
throughout this region is considered to be almost constant and there is little water vapor present. 
The stratosphere has relatively little effect on radio waves because it is a relatively calm region 
with little or no temperature changes. 

Ionosphere 
The ionosphere extends upward from about 31.1 miles (50 km) to a height of about 250 miles 
(402 km). It contains four cloud-like layers of electrically charged ions, which enable radio 
waves to be propagated to great distances around the Earth. This is the most important region of 
the atmosphere for long distance point-to-point communications. 
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Learning Check

5. What are the three layers of the atmosphere?

6. Which layer of the atmosphere has relatively little effect on radio waves?

Radio Wave Transmission 
There are two principal ways in which electromagnetic (radio) energy travels from a transmitting 
antenna to a receiving antenna. One way is by GROUND WAVES and the other is by SKY 
WAVES. Ground waves are radio waves that travel near the surface of the Earth (surface and 
space waves). Sky waves are radio waves that are reflected back to Earth from the ionosphere. 
(See figure 1-9.) 

Figure 1-9.—Ground waves and sky waves.

Ground Waves 
The ground wave is actually composed of two separate component waves. These are known as 
the SURFACE WAVE and the SPACE WAVE (fig. 1-9). The determining factor in whether a 
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ground wave component is classified as a space wave or a surface wave is simple. A surface 
wave travels along the surface of the Earth. A space wave travels over the surface. 
SURFACE WAVE.—The surface wave reaches the receiving site by traveling along the surface 
of the ground as shown in figure 1-10. A surface wave can follow the contours of the Earth 
because of the process of diffraction. When a surface wave meets an object and the dimensions 
of the object do not exceed its wavelength, the wave tends to curve or bend around the object. 
The smaller the object, the more pronounced the diffractive action will be. 

Figure 1-10.—Surface wave propagation.

As a surface wave passes over the ground, the wave induces a voltage in the Earth. The induced 
voltage takes energy away from the surface wave, thereby weakening, or attenuating, the wave 
as it moves away from the transmitting antenna. To reduce the attenuation, the amount of 
induced voltage must be reduced. This is done by using vertically polarized waves that minimize 
the extent to which the electric field of the wave is in contact with the Earth. When a surface 
wave is horizontally polarized, the electric field of the wave is parallel with the surface of the 
Earth and, therefore, is constantly in contact with it. The wave is then completely attenuated 
within a short distance from the transmitting site. On the other hand, when the surface wave is 
vertically polarized, the electric field is vertical to the Earth and merely dips into and out of the 
Earth's surface. For this reason, vertical polarization is vastly superior to horizontal polarization 
for surface wave propagation. 
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The attenuation that a surface wave undergoes because of induced voltage also depends on the 
electrical properties of the terrain over which the wave travels. The best type of surface is one 
that has good electrical conductivity. The better the conductivity, the less the attenuation. Table 
1-2 gives the relative conductivity of various surfaces of the Earth. 

Table 1-2.—Surface Conductivity

Surface  Relative Conductivity
Sea water ------------------------------- Good 

Flat, loamy soil ------------------------ Fair 
Large bodies of fresh water ---------- Fair 

Rocky terrain -------------------------- Poor 
Desert ----------------------------------- Poor 

Jungle ----------------------------------- Unusable 

Another major factor in the attenuation of surface waves is frequency. Recall from earlier 
discussions on wavelength that the higher the frequency of a radio wave, the shorter its 
wavelength will be. These high frequencies, with their shorter wavelengths, are not normally 
diffracted but are absorbed by the Earth at points relatively close to the transmitting site. You can 
assume, therefore, that as the frequency of a surface wave is increased, the more rapidly the 
surface wave will be absorbed, or attenuated, by the Earth. Because of this loss by attenuation, 
the surface wave is impractical for long-distance transmissions at frequencies above 2 
megahertz. On the other hand, when the frequency of a surface wave is low enough to have a 
very long wavelength, the Earth appears to be very small, and diffraction is sufficient for 
propagation well beyond the horizon. In fact, by lowering the transmitting frequency into the 
very low frequency (vlf) range and using very high-powered transmitters, the surface wave can 
be propagated great distances. 
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SPACE WAVE.—The space wave follows two distinct paths from the transmitting antenna to 
the receiving antenna—one through the air directly to the receiving antenna, the other reflected 
from the ground to the receiving antenna. This is illustrated in figure 1-11. The primary path of 
the space wave is directly from the transmitting antenna to the receiving antenna. So, the 
receiving antenna must be located within the radio horizon of the transmitting antenna. Because 
space waves are refracted slightly, even when propagated through the troposphere, the radio 
horizon is actually about one-third farther than the line-of-sight or natural horizon. 

Figure 1-11.—Space wave propagation.

Although space waves suffer little ground attenuation, they nevertheless are susceptible to 
fading. This is because space waves actually follow two paths of different lengths (direct path 
and ground reflected path) to the receiving site and, therefore, may arrive in or out of phase. If 
these two component waves are received in phase, the result is a reinforced or stronger signal. 
Likewise, if they are received out of phase, they tend to cancel one another, which results in a 
weak or fading signal. 

Learning Check

7. What is the determining factor in classifying whether a radio wave is a ground wave or a
space wave?

8. What is the best type of surface or terrain to use for radio wave transmission?

9. What is the primary difference between the radio horizon and the natural horizon?

10. What three factors must be considered in the transmission of a surface wave to reduce
attenuation?
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Sky Wave 
The sky wave, often called the ionospheric wave, is radiated in an upward direction and returned 
to Earth at some distant location because of refraction from the ionosphere. This form of 
propagation is relatively unaffected by the Earth's surface and can propagate signals over great 
distances. Usually the high frequency (hf) band is used for sky wave propagation. 

Refraction in the Ionosphere 
When a radio wave is transmitted into an ionized layer, refraction, or bending of the wave, 
occurs. As we discussed earlier, refraction is caused by an abrupt change in the velocity of the 
upper part of a radio wave as it strikes or enters a new medium. The amount of refraction that 
occurs depends on three main factors: (1) the density of ionization of the layer, (2) the frequency 
of the radio wave, and (3) the angle at which the wave enters the layer. 

Skip Distance/Skip Zone 
In figure 1-12, note the relationship between the sky wave skip distance, the skip zone, and the 
ground wave coverage. The SKIP DISTANCE is the distance from the transmitter to the point 
where the sky wave is first returned to Earth. The size of the skip distance depends on the 
frequency of the wave, the angle of incidence, and the degree of ionization present. 

Figure 1-12.—Relationship between skip zone, skip distance, and ground wave.

The SKIP ZONE is a zone of silence between the point where the ground wave becomes too 
weak for reception and the point where the sky wave is first returned to Earth. The size of the 
skip zone depends on the extent of the ground wave coverage and the skip distance. When the 
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ground wave coverage is great enough or the skip distance is short enough that no zone of 
silence occurs, there is no skip zone. 
Occasionally, the first sky wave will return to Earth within the range of the ground wave. If the 
sky wave and ground wave are nearly of equal intensity, the sky wave alternately reinforces and 
cancels the ground wave, causing severe fading. This is caused by the phase difference between 
the two waves, a result of the longer path traveled by the sky wave. 

Fading 
The most troublesome and frustrating problem in receiving radio signals is variations in signal 
strength, most commonly known as FADING. There are several conditions that can produce 
fading. When a radio wave is refracted by the ionosphere or reflected from the Earth's surface, 
random changes in the polarization of the wave may occur. Vertically and horizontally mounted 
receiving antennas are designed to receive vertically and horizontally polarized waves, 
respectively. Therefore, changes in polarization cause changes in the received signal level 
because of the inability of the antenna to receive polarization changes. 
Fading also results from absorption of the rf energy in the ionosphere. Absorption fading occurs 
for a longer period than other types of fading, since absorption takes place slowly. 
Usually, however, fading on ionospheric circuits is mainly a result of multipath propagation. 
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Multipath Fading 
MULTIPATH is simply a term used to describe the multiple paths a radio wave may follow 
between transmitter and receiver. Such propagation paths include the ground wave, ionospheric 
refraction, reradiation by the ionospheric layers, reflection from the Earth's surface or from more 
than one ionospheric layer, etc. Figure 1-13 shows a few of the paths that a signal can travel 
between two sites in a typical circuit. One path, XYZ, is the basic ground wave. Another path, 
XEA, refracts the wave at the E layer and passes it on to the receiver at A. Still another path, 
XFZFA, results from a greater angle of incidence and two refractions from the F layer. At point 
Z, the received signal is a combination of the ground wave and the sky wave. These two signals 
having traveled different paths arrive at point Z at different times. Thus, the arriving waves may 
or may not be in phase with each other. Radio waves that are received in phase reinforce each 
other and produce a stronger signal at the receiving site. Conversely, those that are received out 
of phase produce a weak or fading signal. Small alternations in the transmission path may change 
the phase relationship of the two signals, causing periodic fading. This condition occurs at point 
A. At this point, the double-hop F layer signal may be in or out of phase with the signal arriving
from the E layer. 

Figure 1-13.—Multipath transmission.

Multipath fading may be minimized by practices called SPACE DIVERSITY and FREQUENCY 
DIVERSITY. In space diversity, two or more receiving antennas are spaced some distance apart. 
Fading does not occur simultaneously at both antennas; therefore, enough output is almost 
always available from one of the antennas to provide a useful signal. In frequency diversity, two 
transmitters and two receivers are used, each pair tuned to a different frequency, with the same 
information being transmitted simultaneously over both frequencies. One of the two receivers 
will almost always provide a useful signal. 
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Learning Check

11. What is the skip zone of a radio wave?

12. Where does the greatest amount of ionospheric absorption occur in the ionosphere?

13. What is meant by the term "multipath"?
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Transmission Losses 
All radio waves propagated over ionospheric paths undergo energy losses before arriving at the 
receiving site. As we discussed earlier, absorption in the ionosphere and lower atmospheric 
levels account for a large part of these energy losses. There are two other types of losses that also 
significantly affect the ionospheric propagation of radio waves. These losses are known as 
ground reflection loss and free space loss. The combined effects of absorption, ground reflection 
loss, and free space loss account for most of the energy losses of radio transmissions propagated 
by the ionosphere. 

Ground Reflection Loss 
When propagation is accomplished via multihop refraction, rf energy is lost each time the radio 
wave is reflected from the Earth's surface. The amount of energy lost depends on the frequency 
of the wave, the angle of incidence, ground irregularities, and the electrical conductivity of the 
point of reflection. 

Free Space Loss 
Normally, the major loss of energy is because of the spreading out of the wavefront as it travels 
away from the transmitter. As the distance increases, the area of the wavefront spreads out, much 
like the beam of a flashlight. This means the amount of energy contained within any unit of area 
on the wavefront will decrease as distance increases. By the time the energy arrives at the 
receiving antenna, the wavefront is so spread out that the receiving antenna extends into only a 
very small fraction of the wavefront. This is illustrated in figure 1-14. 

Figure 1-14.—Free space loss principle.
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Electromagnetic Interference (EMI) 
The transmission losses just discussed are not the only factors that interfere with 
communications. An additional factor that can interfere with radio communications is the 
presence of ELECTROMAGNETIC INTERFERENCE (EMI). This interference can result in 
annoying or impossible operating conditions. Sources of emi are both man-made and natural. 

Man-Made Interference 
Man-made interference may come from several sources. Some of these sources, such as 
oscillators, communications transmitters, and radio transmitters, may be specifically designed to 
generate radio frequency energy. Some electrical devices also generate radio frequency energy, 
although they are not specifically designed for this purpose. Examples are ignition systems, 
generators, motors, switches, relays, and voltage regulators. The intensity of man-made 
interference may vary throughout the day and drop off to a low level at night when many of these 
sources are not being used. Man-made interference may be a critical limiting factor at radio 
receiving sites located near industrial areas. 

Natural Interference 
Natural interference refers to the static that you often hear when listening to a radio. This 
interference is generated by natural phenomena, such as thunderstorms, snowstorms, cosmic 
sources, and the sun. The energy released by these sources is transmitted to the receiving site in 
roughly the same manner as radio waves. As a result, when ionospheric conditions are favorable 
for the long distance propagation of radio waves, they are likewise favorable for the propagation 
of natural interference. Natural interference is very erratic, particularly in the hf band, but 
generally will decrease as the operating frequency is increased and wider bandwidths are used. 
There is little natural interference above 30 megahertz. 

Control of EMI 
Electromagnetic interference can be reduced or eliminated by using various suppression 
techniques. The amount of emi that is produced by a radio transmitter can be controlled by 
cutting transmitting antennas to the correct frequency, limiting bandwidth, and using electronic 
filtering networks and metallic shielding. 

Radiated emi during transmission can be controlled by the physical separation of the transmitting 
and receiving antennas, the use of directional antennas, and limiting antenna bandwidth. 
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Learning Check

14. What are the two main sources of emi with which radio waves must compete?

15. Thunderstorms, snowstorms, cosmic sources, the sun, etc., are a few examples of emi
sources. What type of emi comes from these sources?

16. Motors, switches, voltage regulators, generators, etc., are a few examples of emi sources.
What type of emi comes from these sources?

17. What are three ways of controlling the amount of transmitter-generated emi?

18. What are three ways of controlling radiated emi during transmission?

Weather versus Propagation 
Weather is an additional factor that affects the propagation of radio waves. In this section, we 
will explain how and to what extent the various weather phenomena affect wave propagation. 
Wind, air temperature, and water content of the atmosphere can combine in many ways. Certain 
combinations can cause radio signals to be heard hundreds of miles beyond the ordinary range of 
radio communications. Conversely, a different combination of factors can cause such attenuation 
of the signal that it may not be heard even over a normally satisfactory path. Unfortunately, there 
are no hard and fast rules on the effects of weather on radio transmissions since the weather is 
extremely complex and subject to frequent change. We will, therefore, limit our discussion on 
the effects of weather on radio waves to general terms. 

Precipitation Attenuation
Calculating the effect of weather on radio wave propagation would be comparatively simple if 
there were no water or water vapor in the atmosphere. However, some form of water (vapor, 
liquid, or solid) is always present and must be considered in all calculations. Before we begin 



National Urban Search and Rescue Response System
Communications Specialist Course

June 2007 Workbook Volume 2-25

discussing the specific effects that individual forms of precipitation (rain, snow, fog) have on 
radio waves, you should understand that attenuation because of precipitation is generally 
proportionate to the frequency and wavelength of the radio wave. For example, rain has a 
pronounced effect on waves at microwave frequencies. However, rain hardly affects waves with 
long wavelengths (hf range and below). You can assume, then, that as the wavelength becomes 
shorter with increases in frequency, precipitation has an increasingly important attenuation effect 
on radio waves. Conversely, you can assume that as the wavelength becomes longer with 
decreases in frequency, precipitation has little attenuation effect. 
Rain 

Attenuation because of raindrops is greater than attenuation because of other forms of 
precipitation. Attenuation may be caused by absorption, in which the raindrop, acting as a poor 
dielectric, absorbs power from the radio wave and dissipates the power by heat loss or by 
scattering (fig. 1-15). Raindrops cause greater attenuation by scattering than by absorption at 
frequencies above 100 megahertz. At frequencies above 6 gigahertz, attenuation by raindrop 
scatter is even greater. 

Figure1-15.—Rf energy losses from scattering.

Fog 
In the discussion of attenuation, fog may be considered as another form of rain. Since fog 
remains suspended in the atmosphere, the attenuation is determined by the quantity of water per 
unit volume and by the size of the droplets. Attenuation because of fog is of minor importance at 
frequencies lower than 2 gigahertz. However, fog can cause serious attenuation by absorption, at 
frequencies above 2 gigahertz. 
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Snow 

The scattering effect because of snow is difficult to compute because of irregular sizes and 
shapes of the flakes. While information on the attenuating effect of snow is limited, scientists 
assume that attenuation from snow is less than from rain falling at an equal rate. This assumption 
is borne out by the fact that the density of rain is eight times the density of snow. As a result, rain 
falling at 1 inch per hour would have more water per cubic inch than snow falling at the same 
rate. 

Hail 
Attenuation by hail is determined by the size of the stones and their density. Attenuation of radio 
waves by scattering because of hailstones is considerably less than by rain. 
Temperature Inversion

Under normal atmospheric conditions, the warmest air is found near the surface of the Earth. The 
air gradually becomes cooler as altitude increases. At times, however, an unusual situation 
develops in which layers of warm air are formed above layers of cool air. This condition is 
known as TEMPERATURE INVERSION. These temperature inversions cause channels, or 
ducts, of cool air to be sandwiched between the surface of the Earth and a layer of warm air, or 
between two layers of warm air. 

If a transmitting antenna extends into such a duct of cool air, or if the radio wave enters the duct
at a very low angle of incidence, vhf and uhf transmissions may be propagated far beyond 
normal line-of-sight distances. When ducts are present as a result of temperature inversions, 
good reception of vhf and uhf television signals from a station located hundreds of miles away is 
not unusual. These long distances are possible because of the different densities and refractive 
qualities of warm and cool air. The sudden change in density when a radio wave enters the warm 
air above a duct causes the wave to be refracted back toward Earth. When the wave strikes the 
Earth or a warm layer below the duct, it is again reflected or refracted upward and proceeds on 
through the duct with a multiple-hop type of action. An example of the propagation of radio 
waves by ducting is shown in figure 1-16. 

Figure 1-16.—Duct effect caused by temperature inversion.
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Learning Check

19. How do raindrops affect radio waves?

20. How does fog affect radio waves at frequencies above 2 gigahertz?

21. How is the term "temperature inversion" used when referring to radio waves?

22. How does temperature inversion affect radio transmission?

Tropospheric Propagation
As the lowest region of the Earth's atmosphere, the troposphere extends from the Earth's surface 
to a height of slightly over 7 miles. Virtually all weather phenomena occur in this region. 
Generally, the troposphere is characterized by a steady decrease in both temperature and pressure 
as height is increased. However, the many changes in weather phenomena cause variations in 
humidity and an uneven heating of the Earth's surface. As a result, the air in the troposphere is in 
constant motion. This motion causes small turbulences, or eddies, to be formed, as shown by the 
bouncing of aircraft entering turbulent areas of the atmosphere. These turbulences are most 
intense near the Earth's surface and gradually diminish with height. They have a refractive 
quality that permits the refracting or scattering of radio waves with short wavelengths. This 
scattering provides enhanced communications at higher frequencies. 
Recall that in the relationship between frequency and wavelength, wavelength decreases as 
frequency increases and vice versa. Radio waves of frequencies below 30 megahertz normally 
have wavelengths longer than the size of weather turbulences. These radio waves are, therefore, 
affected very little by the turbulences. On the other hand, as the frequency increases into the vhf 
range and above, the wavelengths decrease in size, to the point that they become subject to 
tropospheric scattering. The usable frequency range for tropospheric scattering is from about 100 
megahertz to 10 gigahertz.
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Learning Check

23. In what layer of the atmosphere does virtually all weather phenomena occur?
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Voice Versus Data

Voice Versus Data
Two types of communications, voice and data, have been traditionally sent over public safety radio
systems. Voice communications includes all audio transmissions, which start as voice and end as voice. 

Data communications involves the transmission of data from one computer to another, through one or more
communications channels (standard telephone lines, radios, etc.). When data are sent over long distances, it
is likely that a number of different types of communications channels will be used. 

For example, figure 5-1 shows the various communications methods involved in sending data from an
agency in California to an agency in Florida.

Figure 5-1.  Cross-country Communications
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Voice normally occurs as an analog signal. In other words, the signal may vary continuously over a specific
range of values. In figure 5-2, the voltage of the analog signal may take on any value between
-10 volts and +10 volts.

Computers store data electronically. Circuits in the computer can detect the presence or absence of
electronic impulses. A bit (binary digit) is the smallest piece of information contained in a data transmission
and can only represent one of two values: a zero (0) or a one (1). Combinations of bits are strung together
to represent numbers, letters, and other special characters.

Data can also be represented as a digital signal, which can only assume discrete values. For example, in
figure 5-3 below, the voltage of the digital signal may only take on the values of either 0 volts (“off” or
zero) or +5 volts (“on” or one).

Analog Versus Digital
Voice and data can both be packaged and transmitted using either analog or digital signals. This section
discusses the differences between using an analog transmission method and a digital transmission method.

Figure 5-3. Digital Signal

+5V

Figure 5-2. Analog Signal

+10V

0

-10V
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Analog Radio Systems

Analog radio systems continuously transmit radio waves that are usually modulated by a voice. A typical
analog voice radio consists of a transmitter and receiver (figure 5-4). 

An analog system may also carry data. However, the data, which are in digital form of binary digits, or bits
(i.e., ones and zeros), must first be converted to an analog signal. A modem (modulate/demodulate unit) is
used to convert the ones and zeros into two analog tones representing either a one or a zero. When the
analog data arrive at the receiver, they are converted back to digital form again using another modem. 

Figure 5-5 shows a
laptop computer
connection through a
modem to a typical
two-way FM radio. The
laptop generates data as
ones and zeros that are
converted via the
modem to analog tones
that go into the radio
transmitter. Once
received, the detected
tones pass through a
second modem that
converts the signal back to digital data and sends them on to another computer for additional processing
(e.g, display, printing, query to NCIC). 

Digital Radio Systems

People cannot usually understand digital signals. Our senses are analog oriented and can only respond to
continuous signals or impressions. Therefore, we must hear voice transmissions on a loudspeaker or a set
of headphones and see visual signals, on either a video monitor or a printer, as words and pictures.

Analog
Radio c/o

           Microphone   T   Antenna
Transmitter

Loud 
Speaker Receiver   R Transmit/Receive Switch

Figure 5-4.Block Diagram of a Typical Radio System

  Antenna

Two-Way
Laptop Modem Radio

Computer Transmitter

Transmitter

Antenna
Two-Way

Radio Modem       Computer
Receiver

Receiver

Figure 5-5. Block Diagram of an Analog Cellular Phone with a Laptop Computer
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Voice transmissions may be sent over digital radio systems by sampling voice characteristics and then
changing the sampled information to ones and zeros to modulate the carrier. This is done using a circuit
called a voice coder, or “vocoder.” At the receiver, the process is reversed to convert the digital voice
samples back into analog voice. 

A diagram of a typical digital voice radio system is shown in figure 5-6. 

A digital radio system transmits data directly, by digitally modulating a carrier. One simple method of
modulation is to change the carrier frequency by shifting it different amounts for each type of bit. (This is
called frequency shift keying, or FSK.) The receiver then receives the signal as a zero or as a one and re-
creates the original signal. 

A simplified digital radio is shown in figure 5-7. The ones and zeros are detected and regenerated at a
receiver for use in a computer. 

Transmission Differences

Analog and digital radio systems have vastly different transmission characteristics. As you move away
from an analog radio transmitting site, the signal quality decreases gradually while noise levels increase.
The signal becomes increasingly more difficult to understand until it can no longer be heard as anything
other than static. 

A digital signal has fairly consistent quality as it moves away from the transmitter until it reaches a
threshold distance. At this point, the signal quality takes a nose dive and can no longer be understood. 

Microphone

      Transmitter / Receiver
 Loudspeaker

Analog to Digital
Converter

Digital to Analog

Switch

Figure 5-6. Block Diagram of a Voice Modulated Digital Radio System

Converter

Vocoder with
Frequency Shift 

Frequency Shift
Key Modulator

Key Demodulator

Radio with

Transmitter

Receiver

Computer

Figure 5-7. Block Diagram of a Typical Digital Radio System

Frequency Shift
Key Modulator

Frequency Shift
Key Demodulator

Switch
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A comparison of the transmission differences between analog and digital signals is shown in figure 5-8. 

Encryption

Encryption is a methodology that scrambles a voice or data message to protect its content from
unauthorized use, or from those who would use it to the disadvantage of the agency or the public (such as
the media during a hostage situation).

Encryption technology is regulated by the federal government and is generally broken into 4 types:  Type I
is restricted to federal agencies for uses involving national security;  Type II is currently not defined;  Type
III is available for use by local/state government agencies; and Type IV is available for use by the general
public.

Older analog radio systems employed encryption systems that chopped voice spectrum into pieces and
rearranged or inverted these pieces to make them difficult to understand.  The resulting encrypted audio
was often high-pitched, sounding like a cartoon character talking.  There was no change in system coverage
with this technology. 

Later digital implementations of encryption converted the analog voice spectrum to a digital waveform and
transmitted it with a different modulation.  While much more secure than analog inversion systems, the
range of these systems was often severely degraded when operating in encrypted mode.

ability
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4 Signal
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Figure 5-8. An Analog Versus Digital Signal
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SAFECOM Library
The SAFECOM

online library is 
a prime source 

for technical 
information
about voice 

communications
systems. It includes 

documents from 
multiple sources, 
including the past 

Public Safety 
Wireless Network

(PSWN) Program.
See http://www.

safecomprogram.
gov/SAFECOM/

library/technology/.

The FCC 
distinguishes radio 
types and services.
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The FCC classifies 
most public safety 

radio systems as 
private radio.

More than 300 
agencies in South 

Carolina use the 
Palmetto 800 

System, an 800 
MHz system shared 

with power utility 
companies.
For further 

information, see:
http://www.cio.

sc.gov/cioContent.
asp?pageID=756&

menuID=411.
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Public safety 
frequency

bands for voice 
communications

are typically 
described in 

megahertz, while 
channel bandwidths 

are described in 
kilohertz.

The FCC requires 
that public safety 

operations move to 
12.5 kHz channels 

or the equivalent by 
January 1, 2013.
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A vocoder converts 
analog sound to 

digital bits.

The P25 vocoder 
standard carefully 

balances efficiency, 
robustness, and 

fidelity.
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Radio
transmissions are 

weakened over 
distance and by the 

environment.

The P25 Common 
Air Interface is 

the public safety 
standard for digital, 

RF transmissions.
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Figure 16-4: Simplex Radio Example
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A repeater 
retransmits on one 

frequency what it 
receives on another, 
well separated from 

one another to 
reduce interference.
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Coverage needs 
lead to use of 

simulcast systems 
where multiple 
sites transmit 

the same signal 
simultaneously to 

cover an area.
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Figure 16-6: Simulcast Simplex Radio Example
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Remote receivers 
allow weaker 

signals to get into 
the system. 

Figure 16-7: Simulcast Repeaters with Remote Receivers
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Trunking 
provides multiple 

virtual channels 
for separate 

conversations.

A trunked channel 
is called a 
talkgroup.
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Characteristics of Radio Systems

Understanding Radio Terms
Radio technology is full of confusing terms that come straight from a physics book. Sometimes when you
ask a radio engineer a question, you even get an answer that is a formula. The authors have tried to
simplify the terms as much as possible to allow you to get a good handle on the concepts. The goal in this
section is not to turn you into radio experts, but it is hoped that you’ll be able to understand the experts a
little better when they talk to you.

Wave

The basic building block of radio communications is the radio wave. Like waves on the ocean, a radio wave
is merely a stream of repeating peaks and valleys (figure 6-1).

One big difference between ocean waves and radio waves is that ocean waves are visible, while radio waves
are not. People can see how far apart or how high the peaks are on the ocean. Radio waves have those same
characteristics; people just cannot see them.

Figure 6-1.  Ocean Waves
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Wavelength

The length of a wave is measured from one point to its next corresponding point. In other words, the
wavelength could be the distance from one peak to the next peak or from one valley to the next valley and
so on, as shown in figure 6-2.

In radio terms, a short wavelength would mean that the peaks are relatively close together. A long
wavelength would mean that the peaks are relatively far apart.

Cycle

The entire pattern of the wave, before it begins to repeat itself, is called a cycle. A repeating pattern of
cycles that make up a wave is shown in figure 6-3.

Frequency

Cycles repeat over time. The fact that they do is the basis for one of the most important terms in radio
communications: frequency. Frequency is defined as the number of cycles that occur each second.

Figure 6-2.  Wavelength

wave-
length

Figure 6-3. Cycles

cycle

cycle

cycle

cycle
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When they talk about frequency, radio engineers use a shorthand term for “cycles per second,” which they
call “Hertz.” (The word Hertz is usually shortened to “Hz” when written.) Both terms mean the same thing.
So, if you were told the frequency of the wave was 10 Hertz, you would know that meant 10 cycles per
second. 

Thousands of radio wave cycles usually repeat themselves each second, so engineers have adopted the
practice of writing kilohertz (shortened to KHz), which means 1,000 cycles per second, megahertz (MHz),
which means 1 million cycles per second, or gigahertz (GHz), which means 1 billion cycles per second,
when they refer to radio frequency. Thus, 10 million cycles per second can also be written as 10 MHz.

Frequency and wavelength are inversely related. In other words, the higher the frequency, the shorter the
wavelength, and conversely, the lower the frequency, the longer the wavelength. These relationships are
illustrated in figure 6-4. At 300 MHz (300 million cycles per second), the distance between the peaks of the
wave is 1 meter. When the frequency is tripled to 900 MHz (900 million cycles per second), the wavelength
is reduced to 1/3 meter (1/3 of the previous distance between the peaks).

At extremely high frequencies (above 30 GHz), the distance between the peaks of the wave becomes so
small (1 centimeter or less) that a raindrop would not fit between them. In fact, at these extremely high
frequencies, it is possible for rainy weather to disrupt the wave and distort or completely block the resulting
signal.

Spectrum and Bands

The complete range of possible frequencies that are now or could be used for radio communications is
called the spectrum. The audible frequency range is usually considered to range from 20 to 18,000 cycles
per second or Hertz. For practical purposes, the useful radio spectrum ranges from approximately 30 KHz
up to more than 300 GHz.

Figure 6-4.  Inverse Relationship Between 
Frequency and Wavelength

1/31 meter

time time

Frequency = 300 MHz Frequency = 900 MHz
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Radio professionals often discuss frequencies by grouping them into ranges, which are called bands. The
bands are often referred to by names like HF (high frequency), VHF (very high frequency), UHF (ultra-
high frequency), SHF (superhigh frequency), EHF (extremely high frequency), and infrared.

Public safety bands. Two of the radio frequency bands are of particular interest to law enforcement
agencies installing their own mobile radio systems. These are the VHF and UHF bands, whose ranges are
designated as VHF 30 - 300 MHz and UHF 300 - 3,000 MHz.

Specific bands and frequencies used for public safety wireless communications are shown in table 6-1.

Table 6-1. Bands and Frequencies Used by Public Safety

Public Safety
Band Name

Frequencies
(MHz)

Channel
Separation

(KHz)1

Services

VHF (low band) 25 - 50 
72 - 76 

20 Mixed base and mobile
Mixed base and mobile

VHF (high band) 150 - 174 15 Mixed base and mobile

UHF 450 - 512 12.5 Mixed base and mobile

UHF (700/800/900) 750/800/900 6.25/12.5/25 Mixed base, mobile, and cellular

2 GHz 2,000 10/20/30 MHz Personal Communications
Services

1 This is the separation most of the time. New equipment below 512 MHz has separations of 12.5 or 15 KHz until 2006, when
the separations will be halved again (i.e., in the 150 MHz band, the bandwidth will be 7.5 KHz in 2006).

Channels

The Federal Communications Commission (FCC) arbitrarily groups frequencies into categories they call
channels. When the FCC licenses a channel to you, it specifically identifies the center frequency
(sometimes called carrier frequency) for that channel. This central frequency is the main frequency for
carrying the information to be transmitted. Thus, the radio information is transmitted over the several
frequencies contained within a single channel. The more frequencies in a channel, the greater its width
(called bandwidth), and the greater the amount of information it can carry.

For example, if a channel were similar to a multilane highway, then the frequencies would be like all the
lanes of the highway that travel in the same direction, say northbound (see figure 6-5). The information
traveling over the channel is like the cars that travel on the highway. The width of the highway (i.e., the
bandwidth) will equal the total width of all the lanes combined. Therefore, the more lanes on the highway,
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the more cars that highway can handle. The center lane on the highway would be similar to the center or
carrier frequency.

In a similar way, a second channel could be compared to the other side of the highway where all of the
lanes travel in a different direction (southbound). A concrete barrier or median strip exists to separate the
northbound lanes from the southbound lanes. A similar non-overlap space exists between channels and is
called the guard band.

One more note: In our example, the northbound highway has five lanes, while the southbound highway has
only three. Like highways, not all channels need be the same width, even if they occur in the same band.

As mentioned before, generally, the wider the bandwidth, the more information may be transmitted.
However, with microprocessors and sophisticated software techniques, more information can now be sent

Channel B Channel A
Guard
Band

Bandwidth f1 f2 f3 f4 f5

S N
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through less bandwidth than was possible just a decade ago (sort of like car pooling). As a result, spectrum
efficiency has improved. 

Mobile Radio System Frequencies
The FCC has assigned frequencies so that there are typically 25 KHz between channels in the UHF band.
In other words, a 460 MHz frequency assignment (the center frequency) means that the information
transmission falls between 459,987.5 KHz and 460,012.5 KHz (i.e., 12.5 KHz on either side of the center
frequency). 

In its goal to promote the efficient use of the spectrum, the FCC is changing most of the bandwidths of
radio channels below 512 MHz in a process it calls “refarming.” It is presently reducing channel
bandwidths in half and will reduce the bandwidths in half again in the year 2006. In other words, the first
step is to reduce the channel bandwidth from 30 KHz to 15 KHz, then to 7.5 KHz (or, for a 25 KHz VHF
channel bandwidth, to 12.5 KHz, and then to 6.25 KHz). 

Frequencies covering TV channels 60–69 have been reallocated from television to private use and public
safety use. The nonpublic safety frequencies being reallocated will be auctioned off by the FCC.  The 24
MHz of public safety spectrum includes the 764-776 and 794-806 MHz portions of this band.  The FCC
has required that all systems in this band employ digital modulation.  The band has been split into two
sections.  The voice portion of this spectrum is based on 6.25 KHz channel width building blocks that can
be combined up to 25 KHz maximum.  The use of conventional equipment using the Project 25 common air
interface standard is required on the 64 interoperability voice channels designated in this band.  The
wideband data portion of this band is built on 50 KHz building blocks that can be combined up to 150 KHz
maximum, with an interoperability standard now under development for interoperability data channels.  

Spectrum planning in this band is under the auspices of Regional Planning Committees in the same manner
as with the earlier 800 MHz NPSPAC band.  The FCC formed a Federal Advisory Committee called the
National Coordination Committee (NCC) to assist it in developing operational and technical guidelines for
this band.  Reports and Recommendations from the NCC are available on the FCC website. 

Frequency Selection Considerations

Coverage. In general, the lower the frequency, the better the coverage for a given power level. VHF low
band has the best coverage for a given effective radiated power (ERP). This is because the attenuation
increases or the signal level decreases as a function of (1/frequency2). This is why UHF TV stations are
permitted to transmit with ERPs of 5 megawatts, compared with VHF TV stations that transmit with 100
to 300 kilowatts. This equalizes the received signals at a far distance.

Building penetration. UHF frequencies with shorter wavelengths (typically within the range of 200 MHz
to 2000 MHz) have better building penetration through building openings, such as windows and doors, than
do VHF frequencies below 200 MHz. 
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Skip. At VHF low band, stations can experience “skip” (the radio wave reflects from the ionosphere during
the height of the sunspot cycle), often causing so much interference that local communications cannot be
carried out.

Noise. Natural and manmade noise is worse the lower the frequency. Higher bands experience much less
noise interference.

Antenna size. The lower the frequency, the larger the antennas for a given amount of gain. (Reasons for
this are discussed in the upcoming section on antennas.)

In summary, selection of the frequency band of operation is dependent upon the desired system
characteristics. Table 6-2 summarizes the above-mentioned characteristics.

Table 6-2. Technical Frequency Selection Criteria

Parameter/Band Low Band VHF High Band VHF UHF

Propagation1 Very good Good Poor

Building penetration2 Poor Better Good

Skip interference Very susceptible Little skip No skip

Manmade noise High noise Less noise Lowest noise

Antenna size3 Large Smaller Smallest
1 For a given ERP (signal attenuation is proportional to 1/f2).
2 For a dense (concrete) building with windows.
3 For a given amount of antenna gain.

Transmitters and Receivers
Base, mobiles, and handheld radios consist of components called transmitters and receivers. In most cases,
some circuitry is used for both transmitting and receiving, so a radio is said to be a transceiver. 

Transmitters

A transmitter generates a radio wave or signal. A diagram of a simple transmitter is shown in figure 6-6. 

The frequency generating component is called an oscillator. Frequency multipliers multiply the frequency
up to the final output frequency. A power amplifier increases the power of the signal to obtain the
necessary power output to the antenna. 
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The output frequency is a continuous wave (CW) called a carrier. Intelligence is added to the transmitter by
varying the amplitude of the carrier (amplitude modulation or AM) or by varying the frequency of the
carrier (frequency or phase modulation or FM). Figure 6-7 shows the difference between amplitude and
frequency modulation.  The most noticeable user difference between AM and FM modulation is that FM is
less susceptible to interference from RF noise.

Receivers

The receiver is the opposite of the transmitter. It receives the modulated carrier, processes it, and sends it to
a detector section, which strips off the modulation signal from the carrier to restore the original intelligence.
A diagram for a simple receiver is shown in figure 6-8. 

Figure 6-6. A Simplified FM Radio Transmitter
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Radio systems are generally designed for AM or FM. Voice transmission is produced using a microphone
at the input of the transmitter and a loud speaker at the output of the receiver. The signals are usually
analog, or continuous, signals. 

Data are transmitted using binary signals. One simple method of transmitting a binary signal uses
frequency shift keying (FSK). A zero is represented by transmitting a particular carrier frequency, and a
one is represented by shifting the carrier frequency to a different frequency (usually with less than 1,000 Hz
difference). The receiver interprets the ones and zeroes and reconstructs the binary data stream.

This is just one simple scheme for transmitting data. Most of today’s systems use much more complex
methods to maximize spectrum efficiency. 

As stated elsewhere in this book, human beings cannot directly interpret most digital signals. People live in
an analog world, one with continuous audio frequency loud speakers, printers, television, or computer
screens. The exception to this is the use of Morse Code, which consists of ones and zeros. Skillful Morse
Code operators can interpret the dots and dashes in their heads into letters and numbers. For digital radio,
however, a digital-to-analog converter is necessary to communicate with human beings.

Note that figure 6-8 is greatly simplified. All communications receivers used in dispatch-type
communications have squelch circuits before the audio circuits, which keeps the output off when there is no
signal (so that you do not have to listen to noise) and passes the detected signal through when the correctly
coded signal is received. Several different types of squelch are used. Commonly used squelch schemes are
continuous tone-coded squelch system (CTCSS) and the continuous digital-coded squelch system
(CDCSS).

Figure 6-8. A Simplified Radio Receiver
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CHAPTER 3: ANTENNAS

Learning Objectives
Upon completion of this chapter, you will be able to: 

• State the basic principles of antenna radiation and list the parts of an antenna;

• Describe how electromagnetic energy is radiated from an antenna;

• Explain polarization, gain, and radiation resistance characteristics of an antenna;

• Describe the theory of operation of half- wave and quarter-wave antennas;

• List the various array antennas;

• Describe the directional array antennas presented and explain the basic operation of each;
and

• Identify various special antennas presented, such as ground-plane, and corner-reflector;
describe the operation of each.

Introduction
If you had been around in the early days of electronics, you would have considered an 
ANTENNA (AERIAL) to be little more than a piece of wire strung between two trees or upright 
poles. In those days, technicians assumed that longer antennas automatically provided better 
reception than shorter antennas. They also believed that a mysterious MEDIUM filled all space, 
and that an antenna used this medium to send and receive its energy. These two assumptions 
have since been discarded. Modern antennas have evolved to the point that highly directional, 
specially designed antennas are used to relay worldwide communications in space through the 
use of satellites and Earth station antennas (fig. 1-24). Present transmission theories are based on 
the assumption that space itself is the only medium necessary to propagate (transmit) radio 
energy. 

Figure 1-24.—Satellite/earth station communications system.
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A tremendous amount of knowledge and information has been gained about the design of 
antennas and radio-wave propagation. Still, many old-time technicians will tell you that when it 
comes to designing the length of an antenna, the best procedure is to perform all calculations and 
try out the antenna. If it doesn't work right, use a cut-and-try method until it does. Fortunately, 
enough information has been collected over the last few decades that it is now possible to predict 
the behavior of antennas. This chapter will discuss and explain the basic design and operation of 
antennas. 

Principles of Antenna Radiation
After an rf signal has been generated in a transmitter, some means must be used to radiate this 
signal through space to a receiver. The device that does this job is the antenna. The transmitter 
signal energy is sent into space by a TRANSMITTING ANTENNA; the rf signal is then picked 
up from space by a RECEIVING ANTENNA. 
The rf energy is transmitted into space in the form of an electromagnetic field. As the traveling 
electromagnetic field arrives at the receiving antenna, a voltage is induced into the antenna (a 
conductor). The rf voltages induced into the receiving antenna are then passed into the receiver 
and converted back into the transmitted rf information. 
The design of the antenna system is very important in a transmitting station. The antenna must be 
able to radiate efficiently so the power supplied by the transmitter is not wasted. An efficient 
transmitting antenna must have exact dimensions. The dimensions are determined by the 
transmitting frequencies. The dimensions of the receiving antenna are not critical for relatively 
low radio frequencies. However, as the frequency of the signal being received increases, the 
design and installation of the receiving antenna become more critical. An example of this is a 
television receiving antenna. If you raise it a few more inches from the ground or give a slight 
turn in direction, you can change a snowy blur into a clear picture. 

The conventional antenna is a conductor, or system of conductors, that radiates or intercepts 
electromagnetic wave energy. An ideal antenna has a definite length and a uniform diameter, and 
is completely isolated in space. However, this ideal antenna is not realistic. Many factors make 
the design of an antenna for a communications system a more complex problem than you would 
expect. These factors include the height of the radiator above the earth, the conductivity of the 
earth below it, and the shape and dimensions of the antenna. All of these factors affect the 
radiated-field pattern of the antenna in space. Another problem in antenna design is that the 
radiation pattern of the antenna must be directed between certain angles in a horizontal or 
vertical plane, or both. 
Most practical transmitting antennas are divided into two basic classifications, HERTZ (half-
wave) ANTENNAS and MARCONI (quarter-wave) ANTENNAS. Hertz antennas are generally 
installed some distance above the ground and are positioned to radiate either vertically or 
horizontally. Marconi antennas operate with one end grounded and are mounted perpendicular to 
the Earth or to a surface acting as a ground. Hertz antennas are generally used for frequencies 
above 2 megahertz. Marconi antennas are used for frequencies below 2 megahertz and may be 
used at higher frequencies in certain applications. 
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A complete antenna system consists of three parts: (1) The COUPLING DEVICE, (2) the 
FEEDER, and (3) the ANTENNA, as shown in figure 1-25. The coupling device (coupling coil) 
connects the transmitter to the feeder. The feeder is a transmission line that carries energy to the 
antenna. The antenna radiates this energy into space. 

Figure 1-25.—Typical antenna system.

The factors that determine the type, size, and shape of the antenna are (1) the frequency of 
operation of the transmitter, (2) the amount of power to be radiated, and (3) the general direction 
of the receiving set. Typical antennas are shown in figure 1-26. 

Figure 1-26.—Typical antennas.
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Antenna Characteristics
You can define an antenna as a conductor or group of conductors used either for radiating 
electromagnetic energy into space or for collecting it from space. Electrical energy from the 
transmitter is converted into electromagnetic energy by the antenna and radiated into space. On 
the receiving end, electromagnetic energy is converted into electrical energy by the antenna and 
is fed into the receiver. 
Fortunately, separate antennas seldom are required for both transmitting and receiving rf energy. 
Any antenna can transfer energy from space to its input receiver with the same efficiency that it 
transfers energy from the transmitter into space. Of course, this is assuming that the same 
frequency is used in both cases. This property of interchangeability of the same antenna for 
transmitting and receiving is known as antenna RECIPROCITY. Antenna reciprocity is possible 
because antenna characteristics are essentially the same for sending and receiving 
electromagnetic energy. 

Reciprocity of Antennas
In general, the various properties of an antenna apply equally, regardless of whether you use the 
antenna for transmitting or receiving. The more efficient a certain antenna is for transmitting, the 
more efficient it will be for receiving on the same frequency. Likewise, the directive properties 
of a given antenna also will be the same whether it is used for transmitting or receiving. 
Assume, for example, that a certain antenna used with a transmitter radiates a maximum amount 
of energy at right angles to the axis of the antenna, as shown in figure 1-27, view A. Note the 
minimum amount of radiation along the axis of the antenna. Now, if this same antenna were used 
as a receiving antenna, as shown in view B, it would receive best in the same directions in which 
it produced maximum radiation; that is, at right angles to the axis of the antenna. 

Figure 1-27.—Reciprocity of antennas.
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Antenna Gain
Another characteristic of a given antenna that remains the same whether the antenna is used for 
transmitting or receiving is GAIN. Some antennas are highly directional that is, more energy is 
propagated in certain directions than in others. The ratio between the amount of energy 
propagated in these directions compared to the energy that would be propagated if the antenna 
were not directional is known as its gain. When a transmitting antenna with a certain gain is used 
as a receiving antenna, it will also have the same gain for receiving. 

Polarization
The radiation field is composed of electric and magnetic lines of force. These lines of force are 
always at right angles to each other. Their intensities rise and fall together, reaching their 
maximums 90 degrees apart. The electric field determines the direction of polarization of the 
wave. In a vertically polarized wave, the electric lines of force lie in a vertical direction. In a 
horizontally polarized wave, the electric lines of force lie in a horizontal direction. Circular 
polarization has the electric lines of force rotating through 360 degrees with every cycle of rf 
energy. 

Advantages of Vertical Polarization 
Simple vertical antennas can be used to provide OMNIDIRECTIONAL (all directions) 
communication. This is an advantage when communications must take place from a moving 
vehicle. 

In some overland communications, such as in vehicular installations, antenna heights are limited 
to 3 meters (10 feet) or less. In such instances vertical polarization results in a stronger receiver 
signal than does horizontal polarization at frequencies up to about 50 megahertz. From 
approximately 50 to 100 megahertz, vertical polarization results in a slightly stronger signal than 
does horizontal polarization with antennas at the same height. Above 100 megahertz, the 
difference in signal strength is negligible. 

For transmission over bodies of water, vertical polarization is much better than horizontal 
polarization for antennas at the lower heights. As the frequency increases, the minimum antenna 
height decreases. At 30 megahertz, vertical polarization is better for antenna heights below about 
91 meters (300 feet); at 85 megahertz, antenna heights below 15 meters (50 feet); and still lower 
heights at the high frequencies. Therefore, at ordinary antenna mast heights of 12 meters (40 
feet), vertical polarization is advantageous for frequencies less than about 100 megahertz. 

Radiation is somewhat less affected by reflections from aircraft flying over the transmission path 
when vertical polarization is used instead of horizontal polarization. With horizontal 
polarization, such reflections cause variations in received signal strength. This factor is important 
in locations where aircraft traffic is heavy. 

When vertical polarization is used, less interference is produced or picked up because of strong 
vhf and uhf broadcast transmissions (television and fm). This is because vhf and uhf 
transmissions use horizontal polarization. This factor is important when an antenna must be 
located in an urban area having several television and fm broadcast stations. 
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Advantages of Horizontal Polarization 

A simple horizontal antenna is bi-directional. This characteristic is useful when you desire to 
minimize interference from certain directions. Horizontal antennas are less likely to pick up man-
made interference, which ordinarily is vertically polarized. 
When antennas are located near dense forests or among buildings, horizontally polarized waves 
suffer lower losses than vertically polarized waves, especially above 100 megahertz. Small 
changes in antenna locations do not cause large variations in the field intensity of horizontally 
polarized waves. When vertical polarization is used, a change of only a few meters in the antenna 
location may have a considerable effect on the received signal strength. This is the result of
interference patterns that produce standing waves in space when spurious reflections from trees 
or buildings occur. 

When simple antennas are used, the transmission line, which is usually vertical, is less affected 
by a horizontally mounted antenna. When the antenna is mounted at right angles to the 
transmission line and horizontal polarization is used, the line is kept out of the direct field of the 
antenna. As a result, the radiation pattern and electrical characteristics of the antenna are 
practically unaffected by the presence of the vertical transmission line. 

Basic Antennas
Before you look at the various types of antennas, consider the relationship between the 
wavelength at which the antenna is being operated and the actual length of the antenna. An
antenna does not necessarily radiate or receive more energy when it is made longer. Specific 
dimensions must be used for efficient antenna operation. 
Nearly all antennas have been developed from two basic types, the Hertz and the Marconi. The 
basic Hertz antenna is 1/2 wavelength long at the operating frequency and is insulated from 
ground. It is often called a DIPOLE or a DOUBLET. The basic Marconi antenna is 1/4 
wavelength long and is either grounded at one end or connected to a network of wires called a 
COUNTERPOISE. The ground or counterpoise provides the equivalent of an additional 1/4 
wavelength, which is required for the antenna to resonate. 

Half-Wave Antennas
A half-wave antenna (referred to as a dipole, Hertz, or doublet) consists of two lengths of wire 
rod, or tubing, each 1/4 wavelength long at a certain frequency. It is the basic unit from which 
many complex antennas are constructed. The half-wave antenna operates independently of 
ground; therefore, it may be installed far above the surface of the Earth or other absorbing 
bodies. 
Radiation Patterns 

In the following discussion, the term DIPOLE is used to mean the basic half-wave antenna. The 
term DOUBLET is used to indicate an antenna that is very short compared with the wavelength 
of the operating frequency. Physically, it has the same shape as the dipole. 
RADIATION PATTERN OF A DOUBLET.—The doublet is the simplest form of a practical 
antenna. Figure 1-28 shows the development of vertical and horizontal patterns for a doublet. 
This in NOT a picture of the radiation, but three-dimensional views of the pattern itself. In three 
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views the pattern resembles a doughnut. From the dimensions in these views, two types of polar-
coordinate patterns can be drawn, horizontal and vertical. The HORIZONTAL PATTERN view 
A is derived from the solid pattern view C by slicing it horizontally. This produces view B, 
which is converted to the polar coordinates seen in view 
A. The horizontal pattern illustrates that the radiation is constant in any direction along the 
horizontal plane. 

Figure 1-28.—Development of vertical and horizontal patterns.

A VERTICAL PATTERN view E is obtained from the drawing of the vertical plane view D of 
the radiation pattern view C. The radiation pattern view C is sliced in half along a vertical plane 
through the antenna. This produces the vertical plane pattern in view D. Note how the vertical 
plane in view D of the radiation pattern differs from the horizontal plane in view B. The vertical 
pattern view E exhibits two lobes and two nulls. The difference between the two patterns is 
caused by two facts: (1) no radiation is emitted from the ends of the doublet; and (2) maximum 
radiation comes from the doublet in a direction perpendicular to the antenna axis. This type of 
radiation pattern is both NONDIRECTIONAL (in a horizontal plane) and DIRECTIONAL (in a 
vertical plane). 
From a practical viewpoint, the doublet antenna can be mounted either vertically or horizontally. 
The doublet shown in figure 1-28 is mounted vertically, and the radiated energy spreads out 
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about the antenna in every direction in the horizontal plane. Since ordinarily the horizontal plane 
is the useful plane, this arrangement is termed NONDIRECTIONAL. The directional 
characteristics of the antenna in other planes is ignored. If the doublet were mounted 
horizontally, it would have the effect of turning the pattern on edge, reversing the patterns given 
in figure 4-14. The antenna would then be directional in the horizontal plane. The terms 
"directional" and "nondirectional" are used for convenience in describing specific radiation 
patterns. A complete description always involves a figure in three dimensions, as in the radiation 
pattern of figure 1-28. 

Learning Check

32. What terms are often used to describe basic half-wave antennas?

33. If a basic half-wave antenna is mounted vertically, what type of radiation pattern will be
produced?

34. In which plane will the half-wave antenna be operating if it is mounted horizontally?
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RADIATION PATTERN OF A DIPOLE.—The radiation pattern of a dipole (fig. 1-29) is 
similar to that of the doublet (fig. 1-28). Increasing the length of the doublet to 1/2 wavelength 
has the effect of flattening out the radiation pattern. The radiation pattern in the horizontal plane 
of a dipole is a larger circle than that of the doublet. The vertical-radiation pattern lobes are no 
longer circular. They are flattened out and the radiation intensity is greater. 

Figure 1-29.—Radiation pattern of a dipole.

Quarter-Wave Antennas
As you have studied in the previous sections, a 1/2 wavelength antenna is the shortest antenna 
that can be used in free space. If we cut a half-wave antenna in half and then ground one end, we 
will have a grounded quarter-wave antenna. This antenna will resonate at the same frequency as 
the ungrounded half-wave antenna. Such an antenna is referred to as a QUARTER-WAVE or 
Marconi antenna. Quarter-wave antennas are widely used in the military. Most mobile 
transmitting and receiving antennas (fig. 1-30) are quarter-wave antennas. 
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Figure 1-30.—Mobile antennas.

As stated above, a grounded quarter-wave antenna will resonate at the same frequency as an 
ungrounded half-wave antenna. This is because ground has high conductivity and acts as an 
electrical mirror image. This characteristic provides the missing half of the antenna, as shown in 
the bottom part of figure 1-31. In other words, the grounded quarter-wave antenna acts as if 
another quarter-wave were actually down in the earth. 

Figure 1-31.—Grounded quarter-wave antenna image.
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Characteristics of Quarter-Wave Antennas 

The grounded end of the quarter-wave antenna has a low input impedance and has low voltage 
and high current at the input end, as shown in figure 1-31. The ungrounded end has a high 
impedance, which causes high voltage and low current. The directional characteristics of a 
grounded quarter-wave antenna are the same as those of a half-wave antenna in free space. 

As explained earlier, ground losses affect radiation patterns and cause high signal losses for 
some frequencies. Such losses may be greatly reduced if a perfectly conducting ground is 
provided in the vicinity of the antenna. This is the purpose of a GROUND SCREEN (figure 1-
32, view A) and COUNTERPOISE view B. 

 

Figure 1-32.—Groundscreen and counterpoise.

The ground screen in view A is composed of a series of conductors buried 1 or 2 feet (0.3 to 0.6 
meter) below the surface of the earth and arranged in a radial pattern. These conductors reduce 
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losses in the ground in the immediate vicinity of the antenna. Such a radial system of conductors 
is usually 1/2 wavelength in diameter. 
A counterpoise view B is used when easy access to the base of the antenna is necessary. It is also 
used when the earth is not a good conducting surface, such as ground that is sandy or solid rock. 
The counterpoise serves the same purpose as the ground screen but it is usually elevated above 
the earth. No specific dimensions are necessary in the construction of a counterpoise nor is the 
number of wires particularly critical. A practical counterpoise may be assembled from a large 
screen of chicken wire or some similar material. This screen may be placed on the ground, but 
better results are obtained if it is placed a few feet above the ground. 

Learning Check

35. What is the radiation pattern of a quarter-wave antenna?

36. Describe the physical arrangement of a ground screen.
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Folded Dipole
The use of parasitic elements and various stacking arrangements causes a reduction in the 
radiation resistance of a center-fed, half-wave antenna. Under these conditions obtaining a proper 
impedance match between the radiator and the transmission line is often difficult. A convenient 
method of overcoming these difficulties is to use a FOLDED DIPOLE in place of the center-fed 
radiator. (See views A and B of figure 1-33). 

Figure 1-33.—Folded-dipole antennas.

A FOLDED DIPOLE is an ordinary half-wave antenna that has one or more additional 
conductors connected across its ends. Additional conductors are mounted parallel to the dipole 
elements at a distance equal to a very small fraction of a wavelength. Spacing of several inches is 
common. 

The directional characteristics of a folded dipole are the same as those of a simple dipole. 
However, the reactance of a folded dipole varies much more slowly as the frequency is varied 
from resonance. Because of this the folded dipole can be used over a much wider frequency 
range than is possible with a simple dipole. 

Learning Check

37. Which has a wider frequency range, a simple dipole or a folded dipole? 
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Array Antennas
An array antenna is a special arrangement of basic antenna components involving new factors 
and concepts. Before you begin studying about arrays, you need to study some new terminology. 

Arrays can be described with respect to their radiation patterns and the types of elements of 
which they are made. However, you will find it useful to identify them by the physical placement 
of the elements and the direction of radiation with respect to these elements. Generally speaking, 
the term BROADSIDE ARRAY designates an array in which the direction of maximum 
radiation is perpendicular to the plane containing these elements. In actual practice, this term is 
confined to those arrays in which the elements themselves are also broadside, or parallel, with 
respect to each other. 
A COLLINEAR ARRAY is one in which all the elements lie in a straight line with no radiation 
at the ends of the array. The direction of maximum radiation is perpendicular to the axis of the 
elements. 

The FRONT-TO-BACK RATIO is the ratio of the energy radiated in the principal direction 
compared to the energy radiated in the opposite direction for a given antenna. 

Directivity
The DIRECTIVITY of an antenna or an array can be determined by looking at its radiation 
pattern. In an array propagating a given amount of energy, more radiation takes place in certain 
directions than in others. The elements in the array can be altered in such a way that they change 
the pattern and distribute it more uniformly in all directions. The elements can be considered as a 
group of antennas fed from a common source and facing different directions. On the other hand, 
the elements could be arranged so that the radiation would be focused in a single direction. With 
no increase in power from the transmitter, the amount of radiation in a given direction would be 
greater. Since the input power has no increase, this increased directivity is achieved at the 
expense of gain in other directions. 

Directivity and Interference 
In many applications, sharp directivity is desirable although no need exists for added gain. 
Examine the physical disposition of the units shown in figure 1-34. Transmitters 1 and 2 are 
sending information to receivers 1 and 2, respectively, along the paths shown by the solid 
arrows. The distance between transmitter 1 and receiver 1 or between transmitter 2 and receiver 
2 is short and does not require high-power transmission. The antennas of the transmitters 
propagate well in all directions. However, receiver 1 picks up some of the signals from 
transmitter 2, and receiver 2 picks up some of the signals from transmitter 1, as shown by the 
broken arrows. This effect is emphasized if the receiving antennas intercept energy equally well 
in all directions. 
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Figure 1-34.—Directivity and interference.

The use of highly directional arrays as radiators from the transmitters tends to solve the problem. 
The signals are beamed along the paths of the solid arrows and provide very low radiation along 
the paths of the broken arrows. Further improvement along these lines is obtained by the use of 
narrowly directed arrays as receiving antennas. The effect of this arrangement is to select the 
desired signal while discriminating against all other signals. This same approach can be used to 
overcome other types of radiated interference. In such cases, preventing radiation in certain 
directions is more important than producing greater gain in other directions. 

Look at the differences between the field patterns of the single-element antenna and the array, as 
illustrated in figure 1-35. View A shows the relative field-strength pattern for a horizontally 
polarized single antenna. View B shows the horizontal-radiation pattern for an array. The 
antenna in view A radiates fairly efficiently in the desired direction toward receiving point X. It 
radiates equally as efficiently toward Y, although no radiation is desired in this direction. The 
antenna in view B radiates strongly to point X, but very little in the direction of point Y, which 
results in more satisfactory operation. 
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Figure 1-35.—Single antenna versus array.

Major and Minor Lobes 
The pattern shown in figure 1-35, view B, has radiation concentrated in two lobes. The radiation 
intensity in one lobe is considerably stronger than in the other. The lobe toward point X is called 
a MAJOR LOBE; the other is a MINOR LOBE. Since the complex radiation patterns associated 
with arrays frequently contain several lobes of varying intensity, you should learn to use 
appropriate terminology. In general, major lobes are those in which the greatest amount of 
radiation occurs. Minor lobes are those in which the radiation intensity is least. 

Learning Check

38. What is the primary difference between the major and minor lobes of a radiation pattern?
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Directional Arrays
You have already learned about radiation patterns and directivity of radiation. These topics are 
important to you because using an antenna with an improper radiation pattern or with the wrong 
directivity will decrease the overall performance of the system. In the following paragraphs, we 
discuss in more detail the various types of directional antenna arrays mentioned briefly in the 
"definition of terms" paragraph above. 

Collinear Array 
The pattern radiated by the collinear array is similar to that produced by a single dipole. The 
addition of the second radiator, however, tends to intensify the pattern. Compare the radiation 
pattern of the dipole (view A of figure 1-36) and the two-element antenna in view B. You will 
see that each pattern consists of two major lobes in opposite directions along the same axis, QQ1. 
There is little or no radiation along the PP1 axis. QQ1 represents the line of maximum 
propagation. You can see that radiation is stronger with an added element. The pattern in view B 
is sharper, or more directive, than that in view A. This means that the gain along the line of 
maximum energy propagation is increased and the beam width is decreased. As more elements 
are added, the effect is heightened, as shown in view C. Unimportant minor lobes are generated 
as more elements are added. 

 

Figure 1-36.—Single half-wave antenna versus two half-wave antennas in phase.

More than four elements are seldom used because accumulated losses cause the elements farther 
from the point of feeding to have less current than the nearer ones. This introduces an 
unbalanced condition in the system and impairs its efficiency. Space limitations often are another 
reason for restricting the number of elements. Since this type of array is in a single line, rather 
than in a vertically stacked arrangement, the use of too many elements results in an antenna 
several wavelengths long. 

RADIATION PATTERN.—The characteristic radiation pattern of a given array is obtained at 
the frequency or band of frequencies at which the system is resonant. The gain and directivity 
characteristics are lost when the antenna is not used at or near this frequency and the array tunes 
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too sharply. A collinear antenna is more effective than an end-fire array when used off its tuned 
frequency. This feature is considered when transmission or reception is to be over a wide 
frequency band. When more than two elements are used, this advantage largely disappears. 

Multielement Parasitic Array 
A MULTIELEMENT PARASITIC array is one that contains two or more parasitic elements 
with the driven element. If the array contains two parasitic elements (a reflector and a director) in 
addition to the driven element, it is usually known as a THREE-ELEMENT ARRAY. If three 
parasitic elements are used, the array is known as a FOUR-ELEMENT ARRAY, and so on. 
Generally speaking, if more parasitic elements are added to a three-element array, each added 
element is a director. The field behind a reflector is so small that additional reflectors would have 
little effect on the overall radiation pattern. In radar, from one to five directors are used. 

CONSTRUCTION.—The parasitic elements of a multi-element parasitic array usually are 
positioned as shown in figure 1-37, views A and B. Proper spacings and lengths are determined 
experimentally. A folded dipole (view B) is often used as the driven element to obtain greater 
values of radiation resistance. 
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Figure 1-37.—Yagi antenna.

YAGI ANTENNAS.—An example of a multielement parasitic array is the YAGI ANTENNA 
(figure 1-37, views A and B). The spacings between the elements are not uniform. The radiation 
from the different elements arrives in phase in the forward direction, but out of phase by various 
amounts in the other directions. 
The director and the reflector in the Yagi antenna are usually welded to a conducting rod or tube 
at their centers. This support does not interfere with the operation of the antenna. Since the 
driven element is center-fed, it is not welded to the supporting rod. The center impedance can be 
increased by using a folded dipole as the driven element. 
The Yagi antenna shown in figure 1-37, view A, has three directors. In general, the greater 
number of parasitic elements used, the greater the gain. However, a greater number of such 
elements causes the array to have a narrower frequency response as well as a narrower 
beamwidth. Therefore, proper adjustment of the antenna is critical. The gain does not increase 
directly with the number of elements used. For example, a three-element Yagi array has a 
relative power gain of 5 dB. Adding another director results in a 2 dB increase. Additional 
directors have less and less effect. 
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Learning Check

39. What is the advantage of adding parasitic elements to a Yagi array?

40. The Yagi antenna is an example of what type of array?

Ground-Plane Antenna
A vertical quarter-wave antenna several wavelengths above ground produces a high angle of 
radiation that is very undesirable at vhf and uhf frequencies. The most common means of 
producing a low angle of radiation from such an antenna is to work the radiator against a 
simulated ground called a GROUND PLANE. A simulated ground may be made from a large 
metal sheet or several wires or rods radiating from the base of the radiator. An antenna so 
constructed is known as a GROUND-PLANE ANTENNA. Two ground-plane antennas are 
shown in figure 1-38, views A and B. 

Figure 1-38.—Ground-plane antennas.



National Urban Search and Rescue Response System
Communications Specialist Course

June 2007 Workbook Volume 2-55

Corner Reflector
When a unidirectional radiation pattern is desired, it can be obtained by the use of a corner 
reflector with a half-wave dipole. A CORNER-REFLECTOR ANTENNA is a half-wave radiator 
with a reflector. The reflector consists of two flat metal surfaces meeting at an angle immediately 
behind the radiator. In other words, the radiator is set in the plane of a line bisecting the corner 
angle formed by the reflector sheets. The construction of a corner reflector is shown in figure 1-
39. Corner-reflector antennas are mounted with the radiator and the reflector in the horizontal
position when horizontal polarization is desired. In such cases the radiation pattern is very 
narrow in the vertical plane, with maximum signal being radiated in line with the bisector of the 
corner angle. The directivity in the horizontal plane is approximately the same as for any half-
wave radiator having a single-rod type reflector behind it. If the antenna is mounted with the 
radiator and the corner reflector in the vertical position, as shown in view A, maximum radiation 
is produced in a very narrow horizontal beam. Radiation in a vertical plane will be the same as 
for a similar radiator with a single-rod type reflector behind it. 

Figure 1-39.—Corner-reflector an
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Antennas
An antenna allows a radio transmitter to send energy into space and allows a receiver to pick up energy
from space. Generally, the higher an antenna is above the ground, the larger the coverage of the radio
signal.

The fundamental antenna is the dipole, which consists of a wire or rigid metal rod. A dipole’s length is set
to be approximately one-half the wavelength of the carrier frequency. Thus, a 300 MHz carrier, with a
wavelength of 1 meter, would need to use a dipole that is ½ meter long. Similarly, the dipole for a 900-
MHz carrier, whose wavelength is 1/3 meter, would be 1/6 meter long (approximately 6e inches).

Assuming the wire is vertical, the three-dimensional radiation pattern is omnidirectional around the wire in
the horizontal plane and is donut shaped in the vertical plane, as shown in figure 6-9. (Omnidirectional
means that the same amount of radiation can be measured the entire way around, at any given cross-section
of the donut.)

If the antenna is vertical to the earth’s surface, its electric field will be vertical, and the antenna is said to
have vertical polarization. If the antenna is horizontal and the electric field is parallel to the earth’s surface,
the polarization is horizontal. Almost all mobile operations use vertical polarization. 

Antenna Gain

Antennas are the transmitting and receiving elements of a radio system. Gain is the focusing of the
antenna’s radio frequency (RF) electromagnetic energy toward certain directions.  By focusing the energy
from or to a dipole antenna in a particular direction, you can increase the effective transmitted power
outward towards that direction plus increase the received signal strength from that direction. This is
important for two reasons: 1) you may be able to use less power to transmit a signal for the same signal

Figure 6-9. Dipole Antenna Patterns

.
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Pattern
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level at a receiving site; and 2) interfering signals from other directions will decrease in level causing less
radio frequency interference for you. 

Suppose an antenna that radiates equally in all directions (an isotropic radiator) were represented by a
perfectly round air-filled balloon with air as energy, then the energy per unit area (in watts/cm2) on the
surface of the sphere would be equal anywhere on the sphere.  

We can, however, manufacture a “donut radiator” by feeding energy into a half-wave dipole antenna with a
resulting radiation pattern like the one shown in figure 6-9.  (Note that only the elevation (vertical) pattern
is increased; the azimuth (horizontal plane) pattern is a circle.)

If you were to grab the center of the spherical “isotropic balloon” and squeeze it in the middle so that you 
had a barbell with equal spherical balloons on each end, a cut through the middle would look like a donut
without the hole, similar to the vertical pattern of the dipole shown in figure 6-9. The same watts of energy
as in the original sphere (air in our analogy) are now concentrated in the two barbell ends. In addition, the
length from the center of the donut to the furthest point on the spheres is now increased, i.e., the original
energy is now focused in the two spheres.  This increase in length compared to the radius of the original
balloon is the “gain” over the isotropic radiator.  (The increase in this amplitude over the original balloon
radius is 1.64 times, or 2.15 dBi.)

Next, if our hypothetical balloon is squeezed down further, the barbells go out further and the maximum
gain in the elevation direction increases (total gain increases). This might occur when two dipoles are fed in
phase so the gain is now 3 dBd (or 3
dB greater than that of a dipole), as
seen in figure 6-10. Note that in the
horizontal direction the pattern is still
a circle, although its diameter (3 dBd
gain) is twice that of the dipole. 

One way to achieve this type of gain
is to stack dipoles end to end with
some vertical separation between
them. This type of antenna is called a
colinear gain antenna. As the gain is
increased in the elevation pattern, the
vertical angle of the beam is reduced.
Since the phase of the RF energy into
each dipole is not perfect, “side
lobes” are developed, as seen in the
left side of figure 6-10. The side lobe amplitudes are much less than that of the main lobe. The beam width
of the main lobe is defined as the angle between the half power points. 

Both isotropic and dipole antennas are used as references for the gain of other antennas. That is, the
maximum radiation of an actual focused antenna is compared with that of either an isotropic radiator or a
dipole antenna. (Isotropic radiators are generally used for frequencies of 1 GHz or above.)  If the reference

Figure 6-10. Colinear Array of Two Dipoles - Patterns
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is an isotropic radiator antenna, the decibel measurements are designated  as dBi. If the reference is a dipole
antenna, the decibel measurements are given in dBd.  The gain of the dipole is related to the gain of the
isotropic radiator as 2.15 dB.1  In general, the larger the aperture or the length  of an antenna for one
frequency, the higher the gain and the smaller the beam width.

Because the vertical beam width is narrowed as a base station’s antenna gain is increased, it is necessary to
make sure that the main beam will hit the receiving station antenna. If there are large differences in
elevation between transmitting and receiving antennas, there is a possibility of missing them. Base or
repeater stations that are placed on very tall buildings or on mountaintops often are designed with a
“downtilt” on their patterns to make sure that the maximum radiation hits close-in mobile units.

Gain is important because of its relationship to RF power requirements.  For example, if the gain at a base
station is doubled in the direction of a mobile, the mobile receiver will receive twice the signal strength
power.  Similarly, a mobile transmitting towards the base station will have twice the signal strength at the
base station. Plus, potential co-channel interfering signals coming from other directions will be lessened
with respect to the desired signal.

To summarize, by increasing the gain (or directivity) of an antenna in a two-way radio circuit, you may
save money by buying a less powerful transmitter, achieve higher received signal levels from stations in the
gain direction, and discriminate against signals on the frequency from other directions.

Types of Antennas

Base station antennas. Most base station antennas are omnidirectional in the horizontal plane (azimuth) so
that mobile and portable radios may communicate with a base station from any direction. To increase the
transmitter and receiver directivity, many base stations use colinear arrays of dipoles for up to 6-decibel
gain at VHF stations and up to 12-decibel gain for UHF stations.

Directional antennas.  If you need to direct the RF energy in one direction and do not need an
omnidirectional pattern in the horizontal plane, an antenna may be constructed to shape the pattern toward
the single direction. Some of these kinds of antennas are corner reflectors (see figure 6-11), Yagi antennas
(see figure 6-12) and parabolic dishes.  The patterns in both the horizontal and vertical planes are focused
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Figure 6-11. Corner Reflector

Figure 6-12. Yagi Antenna

and increase the gain
considerably over an
omnidirectional dipole.
(Photographs courtesy of
Decibel Products, Dallas, TX.)

Mobile antennas. The simplest
mobile antenna is a quarter-
wave whip antenna. It consists
of a single vertical element,
approximately 1/4 wavelength
long, mounted onto the metal
roof of an automobile, and is
called a monopole. 

The roof acts as a “ground
plane” reflector so that the
antenna radiation pattern
emulates a dipole antenna. 

At VHF low band (50 MHz), a
quarter wave monopole antenna
is about 5 feet long. As the
frequency is increased, the
length of a monopole antenna is
reduced. At 850 MHz, a
monopole is only 3.5 inches
long. 

Portable antennas. Portable
radios usually use helically
wound or rod antennas attached
to the radio. These are usually
less efficient than base or mobile
antennas. There are also times
when your body is between the
portable and the base with which
it is communicating, causing a
decrease in signal. In addition,
the height of the portable
antenna (belt mounted versus a
lapel-mounted speaker-
microphone antenna) can make a

significant difference in radio coverage.  All of these characteristics must be accounted for in designing a
system.
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Figure 6-13.  Pattern of Smart Antenna Adaptive Array

Smart antennas.  A major development has occurred in the design of "smart antenna arrays" which are
able to adjust to their environment so that they enhance desired received signals while discriminating
against interference from undesired signals. The antennas are made of a large number of antenna elements
each of which are controlled using computer technology in near real time. 

An example of a smart antenna is shown in figure 6-13. The main lobes of the antenna are placed directly
on the desired signals while nulls are placed at the angle of interfering signals. Each element of the antenna
is "tuned" so the composite beam is adjusted to maximize desired signals and minimize undesired
interfering signals. 

Our human ears work in a similar way at a noisy party.  Even though there are several conversations
occurring simultaneously, we are able to distinguish between them and focus on only one. Usually we do
this by turning towards the desired conversation and concentrating our listening efforts toward the mouth of
the desired speaker while “tuning out” the other undesired conversations. 

Smart antennas adapt themselves automatically toward the direction of incoming desired signals via digital
signal processing (DSP).  With DSP, a series of microprocessors changes the phase and amplitude of the
elements to focus the antenna pattern in the desired directions while discriminating against interfering
signals.  The most sophisticated antenna arrays are able to adjust to many different desired signals via
space division multiple access (SDMA) so as to process the antenna lobes to accommodate the signals
simultaneously.  
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Although smart antennas are quite costly, the economical trade-off is increasing the capacity of antenna
systems to support an increased number of users.

Effective Radiated Power (ERP)

Effective Radiated Power, or ERP, is a term used in land mobile radio to indicate the “effective” power
radiating from the antenna. ERP in decibels equals the transmitter power output into the transmission line,
less the losses in the transmission system (including that of the transmission line, filters, couplers, etc.) plus
the gain of the antenna in dBd. It is expressed as:

ERP = PIN - L + GANT

ERP  = Effective radiated power in decibels above one watt
PIN    = Power output from the transmitter in decibels above one watt 

 L      = All transmission losses in decibels
GANT = Antenna gain in decibels above a dipole reference   

An example of this is a transmitter with an output power of 100 watts, a coaxial cable with a loss of 2 dB,
a combiner loss of 1 dB (total loss of 3 dB), and an antenna with a gain of 6 dBd.  The resulting ERP
would be calculated as follows:

PIN      = 20 dBW
L      =  -3 dB
GANT =   6 dBd
ERP = 23 dBW

When this is converted from dBW to watts, the effective radiated power is 200 watts2. One might ask:
“How can we have an ERP of 200 watts when the transmitter only puts out 100 watts into the coaxial
cable?” There is conservation of power. No physics law has been broken. 

ERP is a fictitious number indicating the effectiveness of a transmission as compared to that of a
transmitter connected to a dipole with no transmission losses. There is a real point to it. To the receiver
listening to this transmission, the transmission will be 3 dB stronger than it would if it came from the same
transmitter using a cable with no loss and a dipole antenna.

Interference

With the advent of cellular, PCS, specialized mobile radio (SMR) and enhanced specialized mobile radio
(ESMR) systems, many new antenna installations must be made throughout the country. To minimize the
number of new antenna sites (and associated towers), installations with a multitude of radios combined on a
few antennas are becoming more prevalent. 
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As the number of radios and antennas is increased at a site, the interference potential of generating and/or
receiving spurious signals is increased. Therefore, filters and isolators (discussed in the next section) must
be added to the antenna circuits. Usually, the last station to build at the site causes the interference and is
responsible for the additional filtering equipment. Some sites have full-time managers who screen an
applicant’s plans to anticipate any interference potential. 

Interference may be predicted using a software program by inputting the transmitted signal frequencies and
bandwidths and the receiver frequencies and bandwidths. This allows you to determine the intermodulation
product frequencies and harmonics that might be generated externally or internally in the equipment.
Knowing what may be expected allows you to take preventive action. Some types of filters used are
discussed in the duplexers, combiners, and multicouplers sections of this book.

Radiation

A potential problem of exposure to harmful radiation exists around transmitting antennas. Service
personnel in the vicinity of a tower or climbing a tower could be exposed to harmful radiation. It may be
necessary to reduce power or shut down transmitters before climbing a tower.  Wearable exposure alarms
are available to warn of excessive radiation from Narda Microwave, a division of Lockheed Martin. 

The radiation danger is highest when there are high-power broadcast stations at common sites. Radiation
exposure requirements for the public are less than for personnel associated with the site (see table 9-1 in
chapter 9). To help prevent public exposure, security fences usually are constructed around towers, and the
fences are posted with “Hazardous RF” signs.

Local Regulations Controlling Antennas

Most cities have zoning ordinances that control the use of land for radio sites. These usually include
maximum tower heights and setbacks, as well as the antenna types and radiation characteristics. Usually an
application for a radio site is prepared by an applicant and submitted to the zoning board for processing
and a recommendation. County commissioners or city council members have the final approval. Members
of the public often have the opportunity to voice their opinions regarding the aesthetics and requested use of
the site before approval. It is not unusual for a government entity to add stipulations for disguising a tower
and antenna. Recent examples include requiring a tower to look like a tree and using a church steeple to
house an antenna. 

Radio Coverage
One of the most important characteristics of a radio system is its coverage. That is, it is important to know
exactly where the base or repeater station signals may be received by mobile or handheld radios and exactly
where mobile or handheld radio stations may be heard by a base or repeater station. 

All parameters must be placed into one of several computer models (called propagation models) to get a
reasonably accurate output. These include transmitter power out, transmission line losses, antenna gain and
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directivity, foliage losses, building losses (if required), receiver sensitivity, and antenna and transmission
line characteristics.

Figure 6-14 shows a typical coverage pattern for a base station (the cross hatched area outlined in black).
Notice that there are some holes in the main contour (white areas within the cross hatched area) where
signals are not heard, and there are some places (hills) outside of the main contour where there is reception. 

Figure 6-14. Sample Coverage Map (courtesy Hartech, Inc.)
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Mobile and handheld radios have different characteristics than base stations due to their lower power and to
poorer antenna efficiency. Coverage patterns should be made for each kind of radio used in a system so that
you know exactly where to expect coverage. If you don’t know that an officer’s portable radio transmission
will not be heard at a repeater, it could put the officer’s life in jeopardy. 

Coverage should always be verified by running actual tests after a system is constructed. There are testing
procedures available from some of the larger system suppliers. These include the use of vehicular
calibrated receiver systems, which measure the station signal strengths versus location at points along a
predetermined route. Standards are being developed by a Telecommunications Industry Association (TIA)
committee consisting of industry and user representatives.

Duplexers, Combiners, Multicouplers
Duplexers, combiners, and multicouplers are components that make it possible to connect multiple
transmitters and receivers to antennas. These important filtering and isolating components are used in a
radio system to optimize its operation and minimize interference with itself as well as other systems.

A single repeater, consisting of a transmitter and a receiver operating on different frequencies, is most
often connected to a common antenna. If the transmitter energy gets into the receiver, it can burn out the
front-end components or cause severe interference in the receiver and, as a result, in your overall system. 

You can use two antennas, one above the other, but this configuration may still not provide enough
isolation. Therefore, a duplexer may be used to increase the isolation and to keep the transmission from
interfering with received signals.

Duplexers

To shield the receiver from the transmitter, cavity filters are often added in the transmitter and receiver
transmission lines to form a circuit called a duplexer. There are several configurations. 

One method of duplexing is by placing a “pass” filter in the transmitting line and a “reject” filter in the
receiving line with both filters tuned to the transmitter frequency, as shown in figure 6-15. When the
appropriate isolating components are selected, the receiver does not experience interference from the
transmitter.  A typical duplexer is pictured in figure 6-16.
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Combiners

When trunked radio systems are used with a multitude of transmitters connected to an antenna, a circuit
element called a combiner is used to combine the output signals. The combiner (shown in figure 6-17)
allows the transmitter outputs to be coupled together, sending the output power of each transmitter to the
antenna with minimal loss.  A typical transmitter combiner is pictured in figure 6-18 (photos in figure 6-16
and 6-18, courtesy of TX RX Systems, Inc.).

            Antenna

       Both filters are
        tuned to the 
        transmitter
        frequency

Figure 6-15. Duplexer

Pass
Filter

Transmitter

Reject 
Filter

Receiver

Figure 6-16. Typical Transmitter - Receiver
Duplexer
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An additional element may be used in the circuit between each transmitter and the combiner to increase
isolation to the other transmitter outputs. Such an element is called an isolator, as shown in figure 6-19. 

If there is inadequate isolation, the mixing of the transmitted signals can cause the generation of additional
frequencies called intermodulation products, or IM products, which may cause interference to nearby
receivers. 

Figure 6-19. Isolators
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Figure 6-17. Transmitter Combiner

Combiner

Transmitters

T1 T2 T3 T4

Figure 6-18.  Typical Transmitter Combiner
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Multicouplers

A device similar to a combiner, called a multicoupler, is used to connect a multitude of receivers to a single
antenna. Usually, a multicoupler contains an amplifier that covers all the receiving frequencies and then
splits and sends each signal to its particular receiver, as shown in figure 6-20.

Multiple Access Systems
Several cellular radio systems are used to improve spectrum efficiency, allowing more users to employ a
channel or frequency band. The primary technologies used today are frequency division multiple access
(FDMA), time division multiple access (TDMA), and code division multiple access (CDMA). Public safety
radio systems primarily use FDMA and TDMA technologies.  To better illustrate these technologies, the
examples below describe their implementation by the cellular telephone industry.

Frequency Division Multiple Access (FDMA)

The original cellular radio channels were 30 KHz wide and accommodated one voice signal subscriber. As
the number of subscribers increased, some cellular radio companies opted to divide the 30 KHz channels
into three 10 KHz channels, which would allow a 3:1 increase in subscribers, as shown in figure 6-21. The
process is called frequency division. 

Figure 6-20. Receiver Multicoupler
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Multiple access is accomplished by
the cellular radio system control
computer having the ability to assign
each of the channels to different
subscribers. When one subscriber
has completed a call or moves into a
new cell, the channel may be
reassigned to another subscriber. 

Time Division Multiple Access
(TDMA)

Another scheme used by cellular
companies is to take the same 30
KHz channel, but instead of dividing
it into three narrower channels, it is
set up for transmission in three time periods so that three subscribers still use the total 30 KHz; now each
subscriber would talk for one-third of the time, thus increasing the number of users by 3:1. By allowing
each subscriber to talk for a few milliseconds in rotation, three conversations now take place within the
same 30 KHz channel. See figure 6-22. 

For time division transmission to
work, the voice signal must be
digitized by a vocoder (voice coder)
and each digitized signal is sent in
sequence over the 30 KHz spectrum.
The subscriber’s phone must be
perfectly synchronized with the
transmission so that it only decodes
the desired subscriber’s signal in its
vocoder. Cell phone and PCS
companies have found that by using
TDMA, up to eight subscribers may
use the same 30 KHz spectrum.
Multiple access is accomplished in the
same manner as in FDMA above. 

Group of special mobile (GSM), which was developed in Europe and is being used by a number of U.S.
companies, provides TDMA transmission with 200 KHz wide channels in the 2 GHz band. 

Code Division Multiple Access (CDMA)

CDMA is a digital modulation that uses spectrum spreading techniques and is more complex than either
FDMA or TDMA. The transmission spectrum is always much wider than that required for a single
transmission, allowing many simultaneous transmissions to be interspersed within the same bandwidth.

       Amplitude

(3) 10 KHz channels
occupied all the 
time by (3) users.

F1 F2 F3

Frequency
10 10 10

30 KHz

Figure 6-21. Frequency Division Muliple Access (FDMA)
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Figure 6-22. Time Division Multiple Access (TDMA)
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Two types of systems are used: frequency hopping and direct sequence. Both systems use vocoders to
digitize the signal. 

Frequency hopping. The frequency hopping concept is easy to visualize.
The transmitter changes frequency every few milliseconds in a prescribed
manner as it transmits information. A perfectly synchronized receiver
follows the frequency change sequences of the transmitter from one
frequency to another to receive the information. 

By having as many different frequency changing sequences as there are
radios in a given area, many conversations may occur at the same time over
the same spectrum. When two transmitter signals collide on the same
frequency, the receiving phone transmits a message that it was not received
and the original information is resent.

Direct sequence. In the direct sequence CDMA, the transmitted digital signals are coded by a “spreading
algorithm” in each transmitter. Each receiver has a decoder that deciphers the spread signal and recovers
the voice. By using several different spreading codes within each algorithm, this system accommodates
many different users at the same time.

Packaging Data

Packet radio is a heavily used technology for transmitting and receiving data, such as National Crime
Information Center (NCIC) data, from a patrol car to NCIC. Packet radio is a computer-to-computer
communications mode in which information is broken into short bursts containing a message. The bursts
(packets) also contain addressing and error detection information.3 

One method for packaging data is called Cellular Digital Packet Data (CDPD). Additional discussion of
this particular method is given in chapter 7.

A typical packet frame protocol as composed on a computer is shown in figure 6-23. The packet begins

L Did you know? 

The original patent for
CDMA was assigned to
Hedy Lamarr, the movie
star, who developed the

concept during World
War II.

Figure 6-23. Typical Packet Frame
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with a flag that signals the beginning of a frame. Next is the address of the packet, then the message or
information data field, next an error-checking portion, and finally an end-of-frame flag. Usually about
1,000 bytes are transmitted in a packet. When the packet arrives at the address receiving computer, the
packet information is stripped off and checked for errors. 

If a message is so large that several packets must be sent, the field contains information for the computer to
reassemble the original message in the proper order. If a packet is lost, the receiving computer
acknowledges the loss to the originating computer, and the packet is resent. 

There are several world standards for packet communications. One well-used standard for data packet
transmission is CCITT X.25. Specialized software is required to run packet radio systems.
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Chapter 7
_____

Current Public Safety Radio Systems

Paging Systems
Paging systems are single-frequency, one-way radio systems used for making people aware that they are
being sought. The original local government pagers were voice pagers used for calling out volunteer fire
departments (many of which are still in use). Modern pagers have alphanumeric readouts and are capable
of storing a number of messages. Pagers are used by volunteer fire departments, police officers, emergency
medical personnel, service personnel and technicians, and even children whose parents wish to keep track of
them. 

Very reliable commercial paging services are available in most regions of the United States at reasonable
subscription rates. Many are used by local police, fire, and emergency medical services (EMS) units.

Alerts are given by a tone or a set of tones or by a built-in vibrator for use where tones are not permissible.
There are many local and national suppliers of paging services and pagers. 

Paging is accomplished at many different frequency bands including VHF, UHF, and FM broadcast. Two
standards are especially popular at this time, but many others exist. These include the British Post Office
standard, called POCSAG (Post Office Code Standardization Advisory Group), and Motorola’s FLEX™
system. 

Statewide and nationwide paging is accomplished by transmitting the paging information over telephone
lines or via satellites to paging transmitters for retransmission. When it is necessary to page over a wide
area, a multitude of paging transmitters are activated at the same time in a simulcasting fashion. 

The FCC has auctioned off a number of pairs of frequencies for two-way paging in the 900 MHz band
(PCS narrowband). Each uses a 50 KHz bandwidth in one direction to accommodate high-speed data
transmission, which is paired with either 50 KHz or 12.5 KHz in the reverse direction for returning data.
The FCC also authorized some paging response frequencies for paging users who are already licensed
under parts 22 and 90 of the FCC Rules, under certain circumstances.
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Short Messaging Systems (SMS)
Short Messaging Systems (SMS) are capable of transmitting and receiving messages with up to 160
characters (like Western Union telegrams) with either a special modem using cellular technology or over a
land line. The development has been confined to companies utilizing GSM networks in Europe and is just
making its debut in the United States, where only a small number of systems are equipped to handle the
GSM protocol. These include AT&T Wireless, Cingular Wireless and T-Mobile Wireless Corporation who
offer some SMS capable phones. Other companies will follow as the technology becomes economical to
use. As we write this, the number of U.S. users for SMS is few; however, it is estimated that as many as 20
billion SMS messages are sent monthly in the rest of the world. 

The cell phone and/or PDA requires a keyboard and a wireless modem for the transmission of point to
point data to an internet service provider (ISP). Specialized software allows a user to send and receive
messages without being constantly connected to the internet service. Messages can be stored at the ISP
station for forwarding once a cell phone is turned on and a connection is made. In other words, this is an
e-mail service for a few characters which may be used for instant transmissions or for store and forward
operation. Because of the limited number of characters, short cut methods similar to the 10-10 code (or
amateur radio Q code) messaging system are used for repetitive messages. 

In the civilian world, SMS is proposed for turning up the heat at home when leaving the office; turning on
ovens to accommodate meals when arriving home; keeping inventories of food in freezers so a simple
inquiry will deliver a grocery list to allow for a stop and purchase on the way home; and so forth. 

The potential of running short messaging from a wireless radio or a land line may be an especially valuable
tool for police surveillance to remotely turn on tape recorders, cameras or other apparatus. It may also be a
methodology for the automatic transmission of smoke alarm information directly to a responsible fire
department. Security still remains a problem to be solved in the near future until reliable, encrypted, and
dependable SMS is possible. There will be many opportunities for SMS use in the overall justice system as
usage increases.

Two-Way Simplex Radio Systems
Two-way radio systems using one frequency are called simplex radio systems. Base stations, mobiles, and
handheld radios communicate on a single frequency.  All new equipment being placed into service today for
both VHF (excepting the 220 MHz band) and UHF bands is required to be 12.5 and 15 KHz wide,
respectively, as required by part 90 of the FCC Rules.  However, users with 25 and 30 KHz bandwidth
equipment may continue to use their existing systems.

Base stations usually have high antenna installations to make sure that they can attain the desired radio
coverage area. One problem with a simplex system is that handheld and mobile radios cannot communicate
very far with each other because of their low antenna heights and are usually limited to just a few miles in
flat terrain. Therefore, the person at the base station must repeat transmissions from one mobile to another.
To alleviate this situation, the mobile relay or repeater was developed. 
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Two-Way Mobile Relay Systems
Two-way mobile relay systems are also called mobile repeaters, or just plain repeaters. In this discussion,
these terms are used interchangeably.

The repeater makes use of two frequencies. The repeater radio functions as an amplified relay station
receiving high- or low-power base stations, low-level mobile, and handheld radio signals, changing their
frequency, amplifying the signals, and re-transmitting them on the repeater output frequency. Figure 7-1
shows the use of frequencies in a repeater configuration. In the figure, f1 is the output frequency of the
repeater and the input frequency to all base, mobile, and handheld radios and f2 is the output frequency of
the base, mobile, and handheld radios and the input frequency of the repeater. Repeaters are generally
installed on the highest points within the coverage areas, including high buildings and mountaintops where
the topography allows for maximum coverage and penetration. Thus, regardless of the output or the
antenna heights on handheld, mobile, and base radios, the repeater signal is always the same strength at any
receiving site.

Twice the bandwidth of a simplex system is now required, further aggravating the spectrum efficiency
problem. Voice FM simplex and repeater radio systems suffer from other disadvantages too. For example,
when a base or repeater station is placed on a high point, it can cover distances of 60 miles or more in
radius and thus, although not usually needed by the licensee, negates the option of relicensing the frequency
to another user up to 120 miles from the licensee.

Figure 7-1. Repeater System
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f2           
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mobile relay site.
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Repeater Innovations

Repeater stations are usually high-power stations, 600 to 3,500 watts ERP, and cover a large area.
Handheld radios, with their low output power of 0.5 to 3 watts ERP, are often unable to be heard at the
repeater site, particularly in hilly or mountainous terrain or in urban areas having numerous tall buildings.
To correct this power imbalance, one or more satellite receiving sites may be set up in these coverage areas
close to the low-power radios to receive the low-power signals. Each satellite receiver’s output is sent via
telephone line or microwave radio transmission to a signal comparator at a central site, where the strongest
signal is selected through “voting” and utilized to drive the repeater. The scheme is shown in figure 7-2.

Another scheme used where there are problems transmitting to and receiving from mobiles and handheld
radios due to large changes in topography requires several repeaters at different locations that may be
switched at a central position, usually at the police communications dispatch center, to the repeater
receiving the highest signal level. In this way the signal is “steered” toward the station, as shown in figure
7-3.

Where very large areas are to be covered, for example several counties, simulcast systems using multiple
repeaters operating on the same frequency may be employed. In this case, all transmitters operate
simultaneously and send a composite signal to receivers in the field.  Special emphasis must be placed on
frequency stability of the carriers, for they must be within a few Hertz at all stations; the modulation must
be transmitted at exactly the same time, or there will be interference in the overlap zones of the repeaters.

Comparator
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Telephone or
Microwave

Links

The comparator votes the
strongest received signal as the
one heard at the mobile relay

station.
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Receiver #1

(audio)

Satellite
Receiver #2

(audio)

Figure 7-2. Receiver Voting System
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Frequency and time stability can be accomplished by the use of microwave communications systems or by
using the clock signals received from a global satellite system (such as GPS). 

Mobile Repeaters

Small vehicular repeaters have been used to relay transmissions from handheld radios through the main
vehicle radio to headquarters when an officer is in an area where he or she cannot reach the base repeater.
An example of this is when an investigator, located in the concrete basement of a shopping center, can use
a small 450 MHz repeater in the investigator’s vehicle to bridge communications between the basement and
headquarters. 

These repeaters have been used traditionally in the 150 and 450 MHz bands, and the concept is being
explored for 800 MHz use by agencies and frequency coordinators.

Trunked Radio Systems
Public safety organizations have traditionally used dedicated repeaters. For example, in many communities,
separate repeaters are used by the police department, the fire department, administrative departments, and
road maintenance department, although the transmission loading is unequal for the departments most of the
time. 

Communications
Center

Telephone or
Microwave

Links

Mobile
Relay #1

Mobile
Relay #2

Mobile
Relay #3

Figure 7-3. Repeater Steering

At the Communications Center, the repeater that receives the strongest
signal is the one used to transmit to that user.
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If a police department needs to use two repeaters for operation and the road maintenance department’s
repeater is available, the police department may be unable to use it. To use it requires that the police
department’s mobiles tune their receivers to road maintenance’s frequency and that the police dispatch has
an extra base station to contact the road maintenance repeater. This scenario is not very practical. 

A repeater cannot be borrowed by another user, so it often sits vacant on a usable frequency while a user
needing to transmit more information on his or her radio system must wait until their own repeater is free.
To solve this problem and to improve the spectrum efficiency, the industry developed a “trunked” system
concept borrowed from the telephone company industry. 

With reference to
figure 7-4, one can
think of this as a
box containing a
number of repeaters,
each of which may
be switched into a
radio circuit as
needed. For
example, if there are
five trunked
repeaters and
repeaters #1 and #2
are in use, a central
controller will
designate #3 as the
next repeater to be
used when the need
arises. If #1, #3, #4,
and #5 are in use, it
will designate #2 for
the next user. In this
way, repeaters do
not stand vacant and
the spectrum is
more fully used.

When it issued rules for the 800 MHz band, the FCC required that most licensees requiring five or more
channels must use a trunked radio scheme.4  Systems in place before the regulation was issued are
“grandfathered in” and may continue to add single repeater stations as necessary.

Figure 7-4. Simplified Five Channel Trunked Radio System
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Two technological breakthroughs have made trunked radio systems possible: 1) the development of
microprocessors and personal computers, with their associated software and 2) synthesized frequency
generators. Microprocessors allow the logical selection of frequencies for the repeaters. Frequency
synthesizers at the repeater and mobile and portable stations allow the radios to set up individual
transmitting and receiving frequencies as designated by the base station microprocessor called the “central
controller.” 

One scheme used to inform the central controller that there is a need for a repeater is a dedicated data
control channel (repeater), which monitors mobiles and handheld stations at the base station. If a user
desires to speak with another user or a group of users, he or she initiates a transmission on the data control
channel indicating his or her ID number and requesting that he or she talk with another user or a group of
users by indicating the group’s or individual’s ID number. The control channel repeater acknowledges the
transmission, and the central controller determines the available repeater and commands the initiator and
the target station(s) to change their operating frequencies to that of the assigned repeater. Typically within
1/4 second, a voice conversation may then take place. After the conversation, the radios return to
monitoring the control channel and the central controller determines that the repeater is now available for
other use. Note that these systems are totally software driven. 

Besides dedicating a single repeater for control, there are other schemes that can be used. For example, the
control channel may be rotated from one channel to another. Each time it is moved, the subscriber’s units
must change frequency and track it.

Trunked radio systems are generally used in the 700/800/900 MHz bands. The latest FCC Rules now allow
for trunking on public safety spectrum below 512 MHz, provided that these systems do not interfere with
existing radio systems in surrounding areas.

Major U.S. suppliers of trunked radio systems are Motorola, the EFJohnson Division of EFJ, Inc., and the
M/A-COM Division of Tyco International.

Specialized Mobile Radio (SMR)

Besides local government and law enforcement, trunked radio systems are used by large electric, gas, oil,
and other industries to improve their efficiencies. A specific class of service, called “specialized mobile
radio” was designated by the FCC to allow the set up of trunked systems that could be used to sell radio
services to commercial and government users. The authors discuss these offerings later in this book as a
reliable option, where available, for law enforcement. 

The channel bandwidth set up for trunked activities is 30 KHz wide in the 800/900 MHz band. Original
applicants used analog radios; however, enhanced specialized mobile radio has been the name given for
digital SMR systems. Nextel is one supplier providing ESMR services nationally. Commercial services of
trunked SMRs and ESMRs also are examined later in this guidebook.
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APCO Project 16 Trunked Radio System

The Law Enforcement Assistance Administration (LEAA) in 1977 provided a grant to the Association of
Public-Safety Communications Officials International (APCO) to make possible the opportunity for the
public safety community to develop test beds and study various parameters associated with UHF band
trunking systems.

APCO Project 16 members were charged with evaluating the technical, economic, and regulatory questions
raised by the 800/900 MHz spectrum made available by the FCC. Studies were made on three experimental
systems in Chicago, Miami, and Orange County, California.

When the study was completed, APCO published a document defining the mandatory and desirable
functional capabilities for a public safety analog trunked radio system. It was issued in March 1979 and
was called 900 MHz Trunked Communications System Functional Requirements Development. The
requirements were tailored for law enforcement and addressed channel access times, automated priority
recognition, data systems interface, individuality of system users, command/control flexibility, systems
growth capability, frequency utilization, and reliability.5

APCO 16 trunking systems are presently being used by many large and medium-sized government
agencies. To make the technology available to smaller government groups in adjoining cities, some
communities are sharing systems. This has cut down on both capital investment and operating costs for any
single entity.

The APCO 16 specification had no interoperability or encryption requirements; thus systems supplied by
different manufacturers do not talk to one another. This limits competitive bidding for expansion and
replacement parts. 

A new digital system specification, under the Project 25 Steering Committee, has been in process for years
to correct some of the interoperability difficulties, improve spectrum efficiency, and take into account the
changing world to more efficiently and economically manufacture digital radio systems. 

Project 25 Digital Trunked Radio System

In 1989, APCO, the National Association of State Telecommunications Directors, and a group of federal
agencies jointly formed a working group called Project 25 (or P-25) to undertake development of a series of
standards to define a digital radio system (conventional and trunked).  Current federal sponsors include the
Federal Law Enforcement Wireless Users Group (FLEWUG), National Communications System (NCS),
and the National Telecommunications and Information Administration (NTIA).  Other agencies and
organizations (including the Department of Defense, APCO Canada, and the British Home Office) have all
contributed to this effort in ensuing years, resulting in a worldwide standard for digital public safety land
mobile radio.  The Telecommunications Industry Association has provided ongoing technical and standards
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development support.  The resulting suite of standards has been approved by the American National
Standards Industry (ANSI) as a national standard (the ANSI/TIA/EIA-102 series). Completed standards
include conventional and trunked radio for phase I (12.5 kHz bandwidth) and Phase II (6.25 kHz
bandwidth) FDMA architectures.  Work is in progress on TDMA standards for 12.5 kHz (2-slot) and 25
kHz (4-slot) TDMA architectures.

The objectives of Project 25 are: to maximize spectrum efficiency; to ensure competition in life cycle
procurements; to allow effective and efficient inter- and intra-agency communications; and to provide
“user-friendly” equipment and operation. Services defined include digital voice address including
individual, group, and broadcast calls; circuit data including protected and unprotected data; packet data;
and a set of nine supplementary services including encryption. Both conventional and trunked air interface
specifications are included. The specification will be used for unit-to-unit direct communications, base
station to limited field units, multisite simulcast, voting receiver systems, and wide and local area trunking
at frequencies from 100 to 1000 MHz. 

As stated above, the APCO Project 16 standard resulted in a number of
competing analog systems that were unable to communicate with one
another, and high on Project 25’s list of requirements is a common air
interface between systems of different manufacturers enabling
interoperability. In addition, there are common interfaces spelled out for the
data port for laptop and other terminals, the host computer and other
networks, the public telephone system interconnect, the network manager,
and for connecting multiple systems (inter-system). Thus, competing
companies may design their own offerings provided the common interface
requirements are met. 

After a number of different systems were investigated, the committee chose
an FDMA access scheme proposed by Motorola, Inc. The scheme initially
involved 12.5 KHz channel bandwidth, later to migrate to 6.25 KHz
bandwidth. 

A migration strategy has been defined in Project 25 that allows forward migration to 6.25 KHz bandwidth
and backward migration to 25 KHz trunked radio systems, including the APCO Project 16 systems. The
system is heavily software driven, and Motorola has licensed its scheme and software to other vendors
without royalties so that other vendors may produce Project 25 compliant systems in competition with
them. 

The 12.5 KHz air interface has been published, although the data port, data host, and network management
interfaces are still being worked on. 

Several large-scale Project 25 systems are now in use, including State government systems for Florida,
Michigan, and New Hampshire. 

L Did you know?

Project 25 got its name
from the APCO Project
Series that included the
development of the 10-

codes. Projects are
APCO’s way of identifying

and funding specific
efforts.  As the primary
sponsor of this digital

standards activity, APCO
simply assigned the next
sequential number (25) in

its series.
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The Federal government (including Department of Defense for base operations) has mandated Project 25
for its digital systems throughout the U.S.  Likewise, the American Association of Railroads has
standardized on Project 25 for all railroads in North America.

TErrestrial Trunked RAdio (TETRA)
While the Project 25 committee elected to standardize on a FDMA scheme for the 12.5 KHz first phase of
Project 25, a European standards committee selected a TDMA trunking technology it called TErrestrial
Trunked RAdio (TETRA). TETRA uses 25 KHz of bandwidth that allow packet-switched data at rates up
to 28 kbps. The standard can provide up to four voice or data channels within a 25 KHz bandwidth, thus
providing the equivalent efficiency of a single channel of 6.25 KHz (which is required in Phase 2 of Project
25). The Project 25 steering committee is considering the integration of TETRA technology within Phase 2.
Over-the-air interoperability and other standard interface requirements of Phase 2 still need to be met. The
first TETRA law enforcement communications system was employed in Finland using Nokia equipment.
Motorola has supplied a system to public safety organizations for the Island of Jersey (United Kingdom),
New Zealand, Poland, and Hong Kong. These systems use trunked radio configurations driven by software,
so that many different schemes may be dynamically employed to adjust to different situations.

220 MHz Narrow Bandwidth Band
The FCC reallocated the frequencies from 220 to 222 MHz for narrow bandwidth communications use.
The channel bandwidth in this frequency band is only 5 KHz so as many as six channels may be substituted
for a single 30 KHz FM channel (i.e., six signals where there was one, with a subsequent increase in
spectrum efficiency of 5:1). See figure 7-5. The FCC has auctioned off frequencies in this band for regional
and nationwide licensing.

One method to accomplish getting a voice channel within 5 KHz is to use a type of modulation called
“amplitude compandered single sideband” (ACSB). Other narrowband techniques were developed along
with ACSB, some resulting in the ability to transmit voice and data at rates up to 16.8 Kbps.6 
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Cellular Radio/Telephone Systems
Cellular mobile radio was developed by AT&T. Originally, two licenses were awarded in each coverage
area: one to a wire company and the other to a wireless company in almost all metropolitan and rural areas.
The cellular scheme allows for a large number of users over a given coverage area to connect to the Public
Switched Telephone Network (PSTN). A great deal of the United States is now covered by cellular radio,
and many law enforcement departments use cellular to supplement their radio communications systems.

The cellular system employs a number of coverage cells within a geographical area, as shown in figure 7-6.
Each cell uses a trunked radio system to supply repeaters to users within the cell. Cells are connected to a
Mobile Telephone Switching Office (MTSO) by trunked phone lines, fiberoptic cables, or microwave links.
Cells can range from 30 miles down to 0.5 miles in diameter. When a cell reaches the maximum capacity of
subscribers, it may be divided in two by adding new antennas and trunked radios and reducing power
output to double the original capacity.

Figure 7-5. 220 MHz Frequency Plan Versus 30 KHz Channel
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When a cellular telephone is turned on, it automatically registers with the local cellular carrier, and an
indicator shows whether there is sufficient signal to connect to a cell. When a number is called, a dedicated
radio control channel receives the information and sends it through the MTSO to the PSTN system to ring
the called person’s number. When the call is answered, the MTSO sets up a dedicated cell repeater for the
subscriber to use for the conversation.

During the time of the conversation, the cell phone signal
strength is monitored at the cell where the conversation is
taking place, as well as at adjacent cells. If the signal
strength gets stronger in another cell, the MTSO requests
that a new repeater in that cell take over the conversation.
The “hand-off” is accomplished seamlessly within 1/5 of
a second. When the conversation is completed and the
subscriber hangs up, the MTSO returns the repeater
channel for use in another phone call. 

If a call is made from the PSTN to a cellular subscriber,
a set of dedicated paging channels at all the cell sites calls
the subscriber’s number. When the subscriber’s cell
phone hears the page, the called subscriber answers the
cell phone and the phone signals back through the control
channel that the call has been answered. This triggers the
MTSO to set up a repeater for the conversation. When
the subscriber hangs up, the MTSO releases the channel
for another call, as described above.

The original cellular system, called Advanced Mobile
Phone System (AMPS), uses frequency modulated
repeaters with 30 KHz of bandwidth in each direction for
one conversation. To improve the spectrum efficiency, a frequency division multiplexing system allowing
three 10 KHz channels in the 30 KHz bandwidth was developed called Narrowband Advanced Mobile
Phone System (NAMPS). As the service developed over the years, several even more efficient technologies
were developed using time division multiple access (TDMA) and code division multiple access (CDMA),
which are discussed in the previous chapter. 

Characteristics of cellular systems include: 

1. A very large number of subscribers can be accommodated.

2. As the subscriber numbers in a cell reach the cell capacity, the cell may be divided to double its
capacity.

3. By keeping the transmitter power low in each cell, transmitting frequencies may be repeated in
nearby cells, thus increasing spectrum efficiency.

Figure 7-6. Cellular Radio System
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4. Cellular radio systems tend to be very reliable even under the worst environmental conditions. 

5.  With the various modulation schemes now being used, every cell phone does not work in every
system. However, multimode phones have been developed to solve this problem.

Personal Communications Systems (PCS)

Because of the need for more frequencies for personal communications and the popularity and demand for
cellular radio, the FCC reallocated several megahertz of frequencies in the 900 MHz range and a large
portion of the 2 GHz band for PCS. These frequencies were auctioned off to the highest bidder by the FCC. 

The 900 MHz spectrum is allocated into 50 KHz channels, some paired with other 50 KHz channels and
some with 12.5 KHz channels.7 These are being used for two-way paging, data transmission systems for
carrying stock market and other information, and other uses conceived by the auction winners.

The 2 GHz band was auctioned off in much larger bandwidth segments, up to 30 MHz. (A small portion of
the band was allocated for unlicensed operation to operate wireless PBX’s and other in-building voice and
data communications networks.) The broadband spectrum contains very few technical limitations for
service offerings so that companies with unique communications schemes might make creative use of the
spectrum. However, so far, most offerings made public appear to be for additional cellular radio systems. 

Buildouts are proceeding initially in high-density population areas where licensees can get a quick payback,
so many rural areas may have to wait for service. Because of the number of winners in various areas, there
may be as many as six competitors in the densely populated areas.

Some seven different de facto technical approaches to these new cellular radio systems exist, so a telephone
used in one system will not necessarily work with another. Some confusion also exists between the 800
MHz cellular services and the 2 GHz PCS cellular services because of advertising claims. Today,
technologies used for cellular and PCS are basically the same and the offerings are very similar. However,
PCS has the potential to provide other services in addition to cellular. People must wait and see as the
technologies mature.

Cellular Digital Packet Data (CDPD)

Cellular Digital Packet Data, or as it’s more commonly called, CDPD, consists of using cellular radio
repeaters for the transmission of small bursts of data known as packets. The CDPD process allows the
insertion of packets of data in between lightly modulated cellular radio voice channels without reducing cell
phone voice capabilities. CDPD is an open transmission methodology for sending data on existing
Advanced Mobile Phone Service (AMPS) cellular networks at a transmission rate of 19.2 kilobits per
second. The need for sending digital packet data has increased over the years, so dedicated CDPD channels
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have been set up by some of the cellular providers.  With the recent FCC decision to allow cellular carriers
to drop AMPS analog service in 2005, CDPD may no longer be available after that time.

Law enforcement agencies have found that using laptop computers to obtain critical information in patrol 
cars without having to go through radio dispatchers improves their officers’ efficiency, decreases the
information delivery time, and reduces errors. Using CDPD to bypass a dispatcher, field officers may
obtain information directly from local, state, or NCIC databases to check driver’s license validity, existing
warrants, and other information that may be of use to an officer in processing a suspect. 

The option of using CDPD minimizes the capital outlay by a public safety agency, since it is only
necessary to purchase the in-vehicle equipment (e.g., laptop computers with modems and software) rather
than purchasing the entire radio communications network for data transmission support. 

CDPD pricing is sometimes based on the number of bits transmitted, which is difficult to estimate for
budgeting. Recognizing the fixed budget nature of public safety departments, many vendors now offer fixed
monthly fee contracts.

The network architecture uses the protocol used in the Internet (i.e., Transmission Control Protocol/
Internet Protocol, or TCP/IP). Therefore, any standard personal computer modem that works with the
Internet will operate with a CDPD system; however, special software must be used.

Public safety agencies wanting to use CDPD should check with cellular service providers in their region to
see if they offer CDPD. Then they need to carefully check coverage to make sure that their operating area
is adequately covered. Most cellular radio suppliers provide coverage diagrams for subscribers, and many
are available instantly over the Internet.  A major drawback to some CDPD systems is that the data system
competes with the voice component of the system, and can often face severe delays during peak usage (such
as commute times) when public safety may have its highest demand for service.

Point-To-Point Microwave Communications Systems
Often you need to connect telephone circuits from one terminal to another, voice and control circuits to
repeaters and trunked systems, voting receiver inputs from satellite sites to a comparator, T1 (1.5 Mbps) or
T3 (45 Mbps) data circuits, and other communications circuits from one point to another point. Generally,
these needs may be fulfilled economically and reliably by leasing wire or fiber-optic circuits from the local
telephone or cable company. 

When a telephone company expands capacity, it usually overbuilds to allow for future customers. If the
circuits exist, leasing payments involve only operational and maintenance costs. However, if the circuits do
not exist, you must pay the up-front capital costs involved in constructing the new facilities.

The economies of building a private microwave system usually are in your favor when it is necessary to
provide service to an area that would require new facility construction by the telephone company.
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The microwave bands include frequencies generally above 960 MHz, or approximately 1 GHz. (Frequency
bands used for commercial purposes are in the 960 MHz and 2, 4, 6, 11, 18, and 23 GHz areas.) The 960
MHz band can be used to transmit up to 15 narrowband voice or data channels; the other frequency bands
have considerably wider bandwidths to accommodate many more voice and data channels. Microwave
systems may be either analog or digital radio systems.

Microwave propagation is considered “line of sight” (LOS), so transmissions must be repeated at
approximately 25-mile increments in bands up to12 GHz. In mountain areas, the spacing may be as great
as 60 miles. Above 10 GHz, rain attenuation usually causes a distance limitation, so repeaters must be
more closely spaced depending upon the amount of rain in different parts of the country.

Microwave System Engineering and Licensing

A typical microwave system requires several engineering criteria to be met. The first is that the path
between two microwave terminals must be free of obstacles which might impair the wave front as it travels
between terminals. The second requirement is the signal strength must be high enough to meet either the
signal to noise ratio requirements (for an analog radio system) or the bit error rate requirements (for a
digital radio system) for a maximum allowable path outage time. The last condition is the path must be free
from either causing interference to another microwave communications user or receiving interference from
another user. A typical path profile to meet the first condition is shown as figure 7-7.

Most microwave communications systems require FCC licensing under Part 101 of the FCC Rules and
Regulations. Frequency coordination is required and the applicant must utilize the FCC's Universal
Licensing System (ULS) at the FCC website (see resources in appendix B) for all applications. There is a
class of microwave systems not requiring licensing by the Commission under Part 15 of the rules. 

Most unlicensed systems use spread spectrum modulation which spreads the power over a large bandwidth.
The unlicensed systems must still meet the above engineering requirements excepting there is no
interference protection available.

Additional information regarding licensing is given in chapter 8.
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Figure 7-7. Sample Microwave Path Profile

Wireless Local Area Networks (WLAN)
Wireless LAN technologies are rapidly becoming integrated into public safety wireless infrastructures in
North America and Europe.  Carrying data at speeds up to 54 megabits/second, these inexpensive
off-the-shelf technologies offer interesting capabilities when properly incorporated into the wireless
environment.  Because these technologies operate at frequencies above 2 GHz, they typically provide very
short range communications (100 to 500 feet).  Thus, coverage is characterized by operational "hot spots"
with a radius of several hundred feet rather than seamless coverage across a wide area.  The central "base
station" serving a hot spot is called a wireless access point or WAP, an off-the-shelf device costing
$100-200.  WAPs typically connect to a wired network via a standard connection such as 10- or
100-baseT.  Field terminals are typically linked to the WAP with a simple wireless card that plugs into a
PCMCIA slot.  

The technology, often called 802.11 after the designation assigned to this class of standards by the Institute
of Electrical & Electronic Engineers (IEEE) who developed the standards, is an alphabet soup of protocols
(a, b, e, f, g, h, i and 1x), as indicated in table 7-1.
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Table 7-1.  IEEE 802.11 Protocols and Standards

Protocol Band Data Rate or Description Physical
Network

Standard
Completed?

a 5 Ghz 6 to 54 Mbps Yes Yes

b 2.4 Ghz 1 to 11 Mbps Yes Yes

e1 All Quality of service standard No No

f2 All Inter-access point interoperability No Yes

g 2.4 Ghz Up to 24 Mbps Yes No

h3 All Dynamic frequency and power control No No

i4 All Enhanced hotspot security standard No No

lx All Network authentication protocol standard No Yes

1 Without strong quality of service (QoS) assurance, the existing version of the 802.11 standard doesn't optimize the transmission of voice and video. 
802.11e will improve QoS for better support of audio and video applications.  It will apply to all 802.11 wireless LANs and should be implemented as
a simple software upgrade to existing products.
2 The existing 802.11 standard doesn't specify the communications between access points in order to support users roaming from one access point to
another.  The problem, however, is that access points from different vendors may not interoperate when supporting roaming. 802.11f is currently
working on specifying an inter-access point protocol that provides the necessary information that access points need to exchange to support the 802.11
distribution system functions (e.g., roaming).  In the absence of 802.11f, you should utilize the same vendor for access points to ensure interoperability
for roaming users.  In some cases a mix of access point vendors will still work, especially if the access points are Wi-Fi-certified.  The inclusion of
802.11f in access point design will eventually open up your options and add some interoperability assurance when selecting access point vendors.
3 802.11h is being developed for the European market.
4 802.11i is actively defining enhancements to counter the issues related to wired equivalent privacy (WEP), making your wireless network as secure
as your wired network.  The existing 802.11 standard specifies the use of relatively weak encryption keys without any form of key distribution
management. This makes it possible for hackers to access and decipher WEP-encrypted data on your WLAN. 802.11i will incorporate 802.1x and
stronger encryption techniques, such as the Advanced Encryption Standard (AES).  It should be possible to upgrade existing access points with
software upgrades. The implementation of AES, however, may require new hardware.

802.11b Networks

The most common network now being implemented is 802.11b.  These networks are being installed by both
the public and private sectors, including many private businesses and residences.  Using a series of WAPs
around an agency's service area tied back to its wired backbone, it is possible to rapidly transmit large
amounts of non-time critical information (such as reports) back to a central point, or to distribute
information (such as bulletins and photos) out to field units.  By placing WAPs at locations where mobile
terminals often congregate, such as headquarters, precinct houses, fire stations, hospitals, public buildings
or near major travel routes, specialized software applications that detect connectivity to the WLAN will
automatically transfer waiting data when in range of the system.
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The left side of figure 7-8 depicts the system used by the Phoenix, Arizona, Fire Department to link its
mobile fire apparatus to its wired data network using 802.11b.  WAPs are located at fire stations, the
training academy and the service shop.  Information that is automatically and routinely updated includes
maps, hazard and inspection information, aerial photographs, and general information files.  The system is
also capable of automatically updating software applications on the mobile terminals.

In standalone applications, a
mobile-mounted WAP can be used to link
video cameras, terminals and other
data-intensive applications from a
command post vehicle at the scene of a
major incident to each other and (via other
wired or wireless links) back to a central
system.  Command post vehicles such as
the InfraLynx provided by the US
Department of Justice with its
Prepositioned Equipment Pods for
response to weapons of mass destruction
incidents provide the capability to link
real-time data and video applications to
local and/or remote applications (see figure
7-9). 

Figure 7-9.  InfraLynx Mobile Command
Post

Wireless Local Links - Bluetooth
Electronic devices interconnect to each other in a variety of ways.  Computers have a CPU, keyboard,
monitor and mouse that all connect with different cables.  Your TV set, VCR, and cable box all
interconnect with cables, while each generally has its own wireless remote control unit.  Your personal
MP3 player connects to a pair of headphones with a wire lanyard.  Each of the various pieces and parts of
these systems makes up a community of electronic devices that communicate with each other using an
assortment of cables, infrared beams and radio waves, and a more complex set of connectors and protocols. 

Suppose there was a way for all of these devices to intercommunicate with each other without wires and
without the necessity for human intervention.  This is the concept known as Bluetooth.  More than 1000
electronic equipment manufacturers worldwide have jointly developed a specification for a very small radio
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module that fits into many kinds of electronic components.  These include cell phones, computers,
headphones, keyboards, PDAs and a multitude of similar devices. 

Bluetooth operates at two levels.  At the basic physical level, it is a radio
frequency standard operating at 2.45 GHz.  It is also a link-level standard
that defines how and when data bits are sent, what each means, and how all
involved devices assure that what is being sent by one device is the desired
message received by the other device(s).  It is a technology that is designed
to operate without human intervention once a device is turned on in the
presence of other devices with which it is designed to communicate.  By its
very nature, it is designed to be very short range.  The transmitter power
limit of 1 milliwatt limits the range of Bluetooth technologies to about 30
feet between devices.
When Bluetooth-enabled devices come within range of each other, a wireless
communication automatically takes place during which it is determined if the
devices have data to share, and/or if one needs to control the other.  Each
device has an address assigned from a group of addresses reserved for each
class of devices.  When one Bluetooth device detects another, this address
range is searched to see if the new device is a companion device.  

If there is a need to communicate, the devices form a personal area network
(PAN, or piconet) that could fill a room (for a computer or stereo system),
or simply link an MP3 player on the belt to a set of headphones being worn
by the user.  Different piconets establish their own random frequency
hopping algorithm, limiting interference between devices within range of
each other.  Communications speeds vary from 57 kbps in one direction and
721 kbps in the other, to a bi-directional speed of 432.6 kbps.

With such a wide range of Bluetooth devices, interference is an important 
consideration.  Bluetooth uses spread-spectrum frequency hopping across 79 random frequencies within a
specified range at a rate of 1600 frequency 
changes per second.  Thus, it is rare that two incompatible devices within 
range of each other would occupy the same frequency at the same time.  Since the 2.45 GHz band is shared
with non-Bluetooth devices, frequency hopping tends to limit the interference from these other devices. 
However, Bluetooth shares this radio band with a number of other industrial, scientific and manufacturing
devices (including 802.11b and microwave ovens), a number of which may cause interference to Bluetooth
devices.  It is thus critical that public safety users carefully evaluate the environment where Bluetooth
might be used.  Bluetooth is especially not recommended for mission critical applications in a mobile
environment because of the difficulty in isolating this technology from potential sources of interference.  

Bluetooth technology offers the ability to move many public safety devices using several distinct
components from the wired to the wireless environment.  From headphones and keyboards to cameras and
PDAs, Bluetooth technology is slowly entering the public safety marketplace, providing added freedom of
movement to agency personnel.  

L Did you know?

Bluetooth is named after
Harald Baatand II, King of

Denmark.  Harald - 
nicknamed Bluetooth - is

famous for uniting
Denmark and parts of
Norway into a single

kingdom at the end of the
last millennium and for
bringing Christianity to

Denmark.  His name was
chosen for the standard
to show the importance

of the Scandinavian
countries (Denmark,
Finland, Norway and

Sweden) in the
International

telecommunications
industry, and to signify

the intent of the Bluetooth
Consortium to unify

wireless connectivity.
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Trunked System 
Policies

The complexity and 
configurability of 
trunked systems 

require great care 
in implementation 

and ongoing 
management.

Design such 
complex systems 

through careful 
needs analysis 

(Chapter 6), 
implement them 
using functional 
acceptance tests 
mapped to user 

requirements
(Chapter 10), 

and manage their 
flexibility through 

strict adherence to 
both technical and 

operational policies 
and procedures 

(Chapter 12).

SAFECOM LIBRARY:
TRUNKED SYSTEM RESOURCES

Several useful reports on trunked radio can be found on the SAFECOM web site, 
including these:

Comparisons of Conventional and Trunked Systems (1999):
http://www.safecomprogram.gov/SAFECOM/library/technology/1179_
conventionaland.htm

Operational Best Practices for Managing Trunked Land Mobile Radio Systems
(2003):
http://www.safecomprogram.gov/SAFECOM/library/systems/1049_
OperationalBest.htm

How 2 Guide for Establishing and Managing Talkgroups:
http://www.safecomprogram.gov/SAFECOM/library/systems/1047_
HowTo.htm

Radio system 
coverage in 

buildings and 
tunnels requires 

additional
infrastructure.
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Donor
Antenna

Coverage
Antenna

Subscriber
Unit

Bi-Directional
Amplifier (BDA)

Figure 16-8: Bi-Directional Amplifier Example
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Figure 16-9: Plaquemines Parish (Louisiana) Radio Tower – August 29, 2005
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VoIP is a 
fundamental tool, 

but not a silver 
bullet.

Critical systems 
need dedicated 

network services.
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Swapping radios or 
maintaining a cache 
of standby radios is 
an age-old solution 

that provides 
results but is often 

time-consuming,
management-

intensive,
expensive, and may 
only provide limited 

results due to 
channel availability.

—SAFECOM
Interoperability

Continuum

∂ 
∂ 

∂ 
∂ 
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The NIICD radio 
cache is jointly 

maintained by the 
U.S. Departments 
of Agriculture and 

the Interior.

Montgomery 
County (MD) had 
a supply of new, 

unused radios that 
was pressed into 

interagency service.
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Gateways patch 
transmitted and 

received audio 
from one source to 

another.
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VoIP is being used 
to connect systems 

across data 
networks using 

gateways.
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TMI: HOW MUCH DO YOU WANT TO
COMMUNICATE?

In the wide world of communications, the term “signal-to-noise ratio” is used in talking 
about the eventual intelligibility of exchanges. The principle is that a signal has to 
be significantly stronger than any background noise for effective communications to 
occur. Anyone who has ever observed the volume level of conversation rise at a party 
as attendees increasingly struggle to be heard over one another has witnessed how the 
signal (conversation) can be lost amid background noise.

Back in the field, first responders often struggle to catch transmissions relevant to their 
jobs during incidents as radio transmissions multiply many times over. The challenge of 
too much information, of the signal being lost among “noise,” is equally as disabling as 
not getting enough information.

System
A

System
B

System
C

Figure 16-10:  Overlapping 
Coverage of Systems

Area of Overlapping 
Coverage

Gateways can 
easily lead to 

asymmetrical radio 
coverage.
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Most transmitters 
are licensed for 

a limited area of 
operations.
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FCC rules and regulations governing public safety radio systems (Part 90 – Private 
Land Mobile Radio Services) provide latitude for alternate use of licensed radio stations 
during emergencies that have disrupted communications facilities.

FCC Rules and Regulations
47 C.F.R. §90.407 Emergency Communications
The licensee of any station authorized under this part may, during a period of 
emergency in which the normal communication facilities are disrupted as a 
result of hurricane, flood, earthquake or similar disaster, utilize such station 
for emergency communications in a manner other than that specified in the 
station authorization or in the rules and regulations governing the operation 
of such stations. The Commission may at any time order the discontinuance 
of such special use of the authorized facilities.
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DUELING RADIOS
“By far the most challenging technical aspect of the deployment of the 
[gateway] was in interfacing with the repeater systems of the participating 
agencies. In systems in which a radio interfaced to the [gateway] is 
transmitting to a receiver site through a repeater, due to the length of 
the squelch tail, a repeater could stay up long enough to bring the radio 
connected to the [gateway] back up before the repeater goes down. Then 
because the radio is back up, the repeater could come back up, bringing the 
radio back up; and so on. This effect is referred to as the ‘ping pong’ effect.”

Advanced Generation of Interoperability for Law Enforcement (AGILE)
Report No. TE-00-04, 23 July 2001

http://www.ojp.usdoj.gov/nij/topics/commtech/Gateway_Subsystem_Op_Test.pdf

Interoperability is 
promoted when 

agencies share a 
common frequency 

band and are 
able to agree on 

common channels. 
However, the 

general frequency 
congestion that 

exists across the 
United States 

typically places 
severe restrictions 

on the number 
of independent 
interoperability

talk paths that are 
possible.

—SAFECOM
Interoperability

Continuum
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Putting Shared 
Channels to Work

Use your radio 
technical resources 

and frequency 
coordinators to 

learn if there are 
FCC-designated
shared channels 
available for use. 

There may be 
existing shared 

channel plans 
that you can 

take advantage 
of, but know 

the limitations 
and licensing 
requirements

before putting them 
to use.

PALMETTO 800 SYSTEM GATEWAY
GUIDELINES

The state of South Carolina maintains guidelines for using gateways to interconnect 
other systems and users to the Palmetto 800 System. The purpose, objectives, and 
benefits of the guidelines are clearly stated: 

Purpose: To maintain the availability and functionally of the Palmetto 
800 System for the primary system users.

Objectives:
a) Ensure the integrity of the Palmetto 800 System
b) Provide interoperability options
c) Manage system loading
d) Establish a guideline for the use of interconnects.

Benefits:
a) Improve safety
b) Reduce interference and interconnect technical problems
c) Provide alternate 800 MHz service for special events and 
emergencies.

For more information, see: http://www.cio.sc.gov/cioContent.asp?pageID=772



Part III: Exploring the Technologies

Regional shared 
systems are the 
optimal solution 

to interoperability. 
While proprietary 

systems limit 
the user’s choice 

of product and 
manufacturer, 

standards-
based shared 

systems promote 
competitive

procurement and 
a wide selection 

of products to 
meet specific user 

needs. With proper 
planning of the talk 
group architecture, 

interoperability
is provided as 
a byproduct of 
system design, 

creating an 
optimal technology 

solution.

—SAFECOM
Interoperability

Continuum
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Shared systems 
offer economies 

of scale, less 
redundancy, 
and inherent 

technological
compatibility.

P25 is the public 
safety standard for 

digital radio.

DEPARTMENT OF HOMELAND SECURITY
TECHNICAL ASSISTANCE

The U.S. Department of Homeland Security offers help to recipients of its grants 
to improve interagency communications. As part of the Preparedness Directorate’s 
Office of Grants and Training, the Interoperable Communications Technical Assistance 
Program (ICTAP) provides policy, operational, and technical help to projects funded 
under DHS programs.
See http://www.ojp.usdoj.gov/odp/ta_ictap.htm
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All radio system 
managers should 

follow established 
IT security 
practices.

SEARCH received 
funding from 

the COPS Office 
to produce a 

companion
Tech Guide, Law

Enforcement 
Tech Guide on 

Information
Technology 

Security: How to 
Assess Risk and 

Establish Effective 
Policies. This 

guide provides 
more information 
on NIST security 

processes.
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∂ 

∂ 

∂ 

NIST points out 
that security is built 

into systems from 
the ground up.

Confidentiality, 
integrity, and 

availability are the 
three objectives 

of information 
security.
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Encrypted 
interagency

communications
require greater 

efforts to ensure 
interoperability.

Digital
communications
naturally support 

encryption.
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OTAR is over-the-
air re-keying, or 

updating encryption 
keys wirelessly.  

Encryption is 
managed as a 

piece of the larger 
interoperability

project.
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ON THE HORIZON – VOICE
COMMUNICATIONS TECHNOLOGY

The most promising technology on the horizon for improving interoperability is 
software defined radios (SDR). Much like other electronics throughout the 
technology universe, radios are increasingly designed with internal functionality 
provided through software. 

Thirty years ago, public safety radios were limited to just a few frequencies spread over 
a narrow slice of RF spectrum. Twenty years ago, early “programmable” radios were in 
use that allowed frequencies available in the radio to be changed electronically, rather 
than by substituting internal hardware. These radios also allowed use of a greater range 
of frequencies.

During the past 20 years, more and more radio functionality has been moved from 
hardware to software. Software defined radios are the next evolution that will allow even 
greater agility not only across bands, but also with varying channel bandwidths and 
across different modes of transmission. For example, the U.S. Department of Defense 
is developing the Joint Tactical Radio System that will operate across multiple bands, 
use various analog and digital transmission modes, and provide a combined platform to 
eliminate a plethora of different systems.

For public safety interoperability, the technology promises greater ability to span the 
chasm between different frequency bands in use. Today, radios using VHF aren’t able 
to communicate with those using 800 MHz. In the future, this fundamental technical 
challenge to interoperability will be overcome.

Similarly, different means of getting information through radio channels will become 
more flexible. Narrow and wider bandwidths will be accommodated through software, as 
will analog and a variety of digital transmission modes. 

Today, Project 25 radios provide analog and digital, narrow and wider band capabilities 
largely through software. SDR technologies will gradually be integrated into mainstream 
public safety radios, eliminating some of the technological barriers preventing direct 
interagency communications.

Much like artificial intelligence in computer systems, SDR techniques will be embedded 
in technology and largely unobserved by the end user. The effects will be significant, 
however.

Technology marches on, bringing new capabilities and overcoming the old.



Common protocols 
and standards are 

the building blocks 
of interoperability.
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There’s no shortage 
of acronyms in the 

world of Internet 
protocols—even
ones with others 

embedded!
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The Global JXDM is an XML standard designed specifically for criminal 
justice information exchanges, providing law enforcement, public safety 
agencies, prosecutors, public defenders, and the judicial branch with a tool 
to effectively share data and information in a timely manner. The Global 
JXDM removes the burden from agencies to independently create exchange 
standards, and because of its extensibility, there is more flexibility to deal 
with unique agency requirements and changes. Through the use of a 
common vocabulary that is understood system to system, Global JXDM 
enables access from multiple sources and reuse in multiple applications. 

—U.S. DOJ OJP web site, http://www.it.ojp.gov/gjxdm.

Implementing
Interoperable

Systems using 
GJXDM

The standard 
reference for 

implementing
GJXDM was 
produced by 

SEARCH for the 
Office of Justice 

Programs,
Bureau of Justice 

Assistance.
Building Exchange 

Content Using 
the Global Justice 
XML Data Model: 
A User Guide for 
Practitioners and 

Developers was 
published in June 

2005.
See http://it.ojp.
gov/documents/

GJXDMUserGuide.
pdf.
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The LEITSC
web site offers 
emerging CAD/
RMS standards 

information: http://
www.leitsc.org/.

The Disaster 
Management

Interoperability
Services (DMIS)

are part of a 
Presidential

e-government
initiative to advance 

U.S. disaster 
management

response
capabilities.
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It’s becoming 
increasingly difficult 

to separate wired 
and wireless modes 
of communications.
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The FBI’s CJIS 
WAN connects 

law enforcement 
agencies

nationwide.
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How many 
acronyms can fit on 
the head of a PAN?
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VoIP applications 
need “fast” 
networks.
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Network latency 
affects duplex 
(simultaneous

two-way)
communications.
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Wideband
standards for public 

safety use are 
rapidly developing. 

We’ll take a look 
at the prognosis 

for them in the 
final section of this 

chapter, “On the 
Horizon.”
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MICROWAVE SUBSYSTEMS
Many public safety voice and data systems have private microwave backbones 
linking together facilities and radio sites. While unlicensed microwave technology is 
widely available, most agencies prefer to build backbone networks using microwave 
channels assigned by certified frequency coordinators and licensed through the Federal 
Communications Commission (FCC). As with voice frequencies, coordination and FCC 
licensing offers much better assurances that agencies won’t suddenly find other users 
interfering with their operations.

Microwave backbone networks are popular because they offer high-speed, high-
bandwidth connections without requirements for intervening infrastructure or recurring 
payments to network carriers for leased lines. Properly engineered, they are also 
considered more resilient to accidental and intentional disruptions.

(More than one public safety network has been subject to “backhoe fade,” the tongue-
in-cheek term for accidental breaks of buried wire and fiber circuits. Anyone involved 
in telecommunications for long has a horror story to tell of losing network access, 
receiving a call from a network carrier, and eventually gasping in awe at the sight of 
thousands of wires ripped apart by an errant backhoe operator.)

Shared microwave backbones are increasingly popular among public safety agencies 
looking to leverage funds and take advantage of the tremendous capacity of today’s 
microwave systems. They are a natural adjunct to other shared systems, offering 
great potential to interconnect parts of participating agencies’ data, voice radio, and 
telephone systems.
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Figure 17-1: Wireless Data Rates and Availability

Satellite Services
Commercial 

satellite services 
are the only means 

for U.S. public 
safety agencies to 

gain the advantages 
of space-based 

communications.
As addressed in 

Chapter 16, Voice 
Communications,

satellites have 
a definite niche 
for emergency 

response. They also 
have technical and 

cost drawbacks that 
keep terrestrial data 

networks as the 
first choice, where 

available.
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The Wi-Fi Alliance 
brought a standard 
implementation to 

802.11 wireless 
networks.
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FREQUENCY HOPPING SPREAD SPECTRUM

In the midst of World War II, communications security was paramount. A little-known 
patent was filed in 1941 by “H. K. Markey et al”—Hedy K. Markey, better known to 
the world as the actress Hedy Lamarr—for a system using frequency hopping spread 
spectrum techniques to code transmissions for radio-guided torpedoes.

Now known to be a particularly robust transmission mode and effective encoding 
method, spread spectrum techniques never found popularity until long after Patent 
No. 2,292,387, “Secret Communications System,” expired. Lamarr lived to see their 
popularization in military and commercial technologies.

802.11a networks 
use 5.8 GHz 

frequencies, while 
802.11b networks 

use 2.4 GHz.

Hedy Lamarr
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WIRELESS DATA NETWORKING
STANDARDS

The world of wireless standards is wide. Primary data networking standards are 
established by the IEEE in its 802 series, including:

802.11 – The ubiquitous wireless LAN standards. Wi-Fi equipment and networks 
are a particular, popular implementation of the IEEE 802.11 standards. Actual TCP/IP 
throughput is about half of the raw channel rate, which itself is stepped down to 
maintain connections in weaker coverage areas.

∂ 802.11a – Operating at 5.8 GHz, offering up to 54 Mbps raw data rates
∂ 802.11b – Operating at 2.4 GHz, offering up to 11 Mbps raw data rates
∂ 802.11g – Operating at 2.4 GHz, offering up to 54 Mbps raw data rates and 

backwardly compatible with 802.11b.

Other 802.11 standards define further implementation details, such as:
∂ 802.11i – A 2004 amendment correcting early security vulnerabilities in the 

Wired Equivalent Privacy (WEP) specification. A subset of this standard was 
adopted by industry and entitled Wi-Fi Protected Access™ (WPA™).

And next generation technologies are on the horizon here, as well.
∂ 802.11n – A developing IEEE standard, occasionally referred to as Next-Gen 

Wi-Fi, promising higher data rates and greater range with 802.11 backwards 
compatibility.

802.15 – Standards under development for personal area networks (PANs).

802.16d and e – Developing wireless metropolitan area network (WMAN) standards 
for faster wireless networks promising greater range and security. Where 802.11 
equipment is technically related to its Ethernet forebears, 802.16 is different at a low 
level, so fundamentally incompatible with WLAN technologies. 802.16e is intended to 
bring enhancements for mobile access to the networks. The interoperable standard for 
802.16 implementations is referred to as WiMAX.

802.20 – Another WMAN standards effort intended to provide broadband wireless 
access for true vehicular speeds. Formally known as the Mobile Broadband Wireless 
Access, this standards process is in its early stages and it’s expected to be years before 
compliant equipment is commercially available.
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802.11b (Wi-Fi) 
technologies

are preferred for 
citywide broadband 

wireless access 
projects.

Spokane, Newark,
and many other 

jurisdictions
across the country 

are using WLAN
technologies to 

provide broadband 
data to emergency 

responders.
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Multiagency Wi-Fi 
networks provide 
standards-based,

shared data 
communications

systems.

Figure 17-2: Mesh Networking of WLAN Access Points



Part III: Exploring the Technologies

Mesh networks 
commonly use 

proprietary 
technologies to link 
Wi-Fi access points 

into a common 
network.
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SPEED AVAILABILITY RELIABILITY
Rating Pro Con Rating Pro Con Rating Pro Con

Build Using 
Specialized

Public Safety 
Technologies

No nosebleeds Data speeds 
at 1% to 5% 
of alternatives; 
improved
coding
techniques and 
software yield 
little relative 
improvement

Coverage
designed
for agency 
requirements

Design,
construction,
and
implementation
of networks 
takes time

Stable,
dependable
technologies
built for the 
rigors of public 
safety use

Capacity is very 
low relative to 
alternatives
and difficult 
to increase 
significantly

Lease
Commercial

Services

The fastest 
wide-area
alternatives
are available 
soonest

Technology 
turnover brings 
new user 
equipment and 
installation
costs

Existing
networks
means systems 
can be brought 
up more 
quickly

Coverage is 
designed for 
broader market 
needs; reduced 
coverage
in rural and 
isolated urban 
areas

Highest
capacity, 
typically, due 
to sharing with 
other users

Capacity is 
designed for 
broader market 
needs; reduced 
capacity in 
rural and 
isolated
urban areas; 
ruggedized
user equipment 
may be 
required at 
higher cost

Build Using 
Broadly

Available 
Technologies

Much faster 
than traditional, 
specialized
public safety 
technologies

Turnover of 
consumer
and industry 
technologies
is faster than 
specialized
technologies
traditionally
used by public 
safety

Coverage
designed
for agency 
requirements

Design,
construction,
and
implementation
of networks 
takes time; 
coverage is 
typically spotty 
compared
to traditional 
networks; wide 
area coverage 
is expensive

Capacity
designed
for agency 
requirements
that can be 
increased
relatively easily

High capacity 
to meet surge 
needs requires 
overbuilding;
ruggedized
user equipment 
may be 
required at 
higher cost

Wireless Data Communications
Rent or Own Decision Factors

Figure 17-3: Rent or Own Alternatives and Factors
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SECURITY SUPPORT COSTS
Rating Pro Con Rating Pro Con Rating Pro Con

Relatively
obscure
technologies
lead to a bit 
more security

Staples of 
modern
network
security, 
such as 
Virtual Private 
Networks
(VPNs) and 
advanced
authentication,
are difficult 
or impossible 
to use

Relative
reliability of 
equipment
leads to 
reduced
support needs

Heavy reliance 
on vendors for 
information,
even with 
internal
support

Easily
predictable
initial costs; 
long product 
lifecycles

Limited
market for the 
technology
increases initial 
costs; ongoing 
maintenance
costs can be 
high, mainly 
for vendor 
maintenance
contracts,
licenses,
internal labor, 
and contracted 
services

Broadband
provides IP 
and other 
standards
supporting
modern
network
security
measures

Common use 
and widely 
available
information on 
technologies
used increases 
vulnerabilities

Least amount 
of internal 
support
required;
broad usage 
means there is 
widely available 
community
support

Lack of internal 
expertise and 
support leads 
to vendor 
dependence

Predictable
costs that may 
be negotiated 
and contracted; 
lowest internal 
labor costs; 
other markets 
find wide-area 
commercial 
services cost-
effective

Recurring
costs, typically 
monthly;
shortest
lifecycles
for user 
equipment;
most rapid 
migration of 
technologies,
adding to costs

Broadband
provides IP 
and other 
standards
supporting
modern
network
security
measures

Widely
available
information on 
technologies
used increases 
vulnerabilities

Wide range 
of community 
support

Internal
expertise
requires
continuous
study;
commercial 
user
technologies
are less rugge

Wide
availability of 
technology
reduces
purchase, 
operations, and 
maintenance
costs

Ongoing
maintenance
costs can be 
high, mainly 
for labor or 
services; 
relatively rapid 
equipment
lifecycles

Cost factors vary by 
implementation. Initial and 
ongoing costs should be 
evaluated over comparable system 
lifecycles and assessed based 
on requirements met. Absolute 
dependence on any one or 
more requirements may lead to 
acceptance of higher costs.

$

– = Detracting
  Factors

+ = Attractive
  Factors

= Acceptable
  Compromises

Figure 17-3, continued



Part III: Exploring the Technologies

Ubiquitous,
broadband

wireless coverage 
is economically 

unfeasible in many 
jurisdictions.

Narrowband, slow-
speed data is often 

the only means 
to fill in gaps left 
in higher speed, 

higher bandwidth, 
shorter range 

WLANs.
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The CJIS Security 
Policy covers a 

number of security 
areas. Those related 
to interagency data 

communications
are addressed here.
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∂ 
∂ 
∂ 
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Wireless data 
networks are given 

special treatment 
by the CJIS 

Security Policy.

Securing
interagency data 

networks is more 
of a management 

than a technical 
challenge.
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Figure 17-4: VPN Tunnel Between Agency LANs.

VPNs can be 
implemented

in hardware, in 
software, or most 

commonly through 
a combination of 

both.
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Firewalls can 
vary greatly in 

complexity and 
cost. They also 
can provide an 

end point for VPN
connections.

Firewalls are 
typically configured 

to deny all traffic 
passing from the 

“untrusted” outside 
network to the 

“trusted” inside.
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WiMAX is the 
popular name for 

802.16 wireless 
metropolitan
area network 

implementations
standards.

Security has to be 
carefully managed 

to avoid it acting 
as a barrier to 

interoperability.
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The first WiMAX
standard is for 

fixed point-to-point 
wireless networks.

The 4.9 GHz 
frequency band was 

allocated by the 
FCC for exclusive 
public safety use.

WLANs in the 
4.9 GHz band 

will require more 
access points for 

the same coverage 
as 802.11b Wi-Fi 

networks.
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The public safety 
700 MHz band will 

have 120 paired 
wideband channels 

and another 
18 designated 
exclusively for 

interoperability.
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Project MESA
seeks to address 
both operability 

and interoperability 
aspects of 

broadband wireless 
data for public 

safety.

NATIONAL PUBLIC SAFETY
TELECOMMUNICATIONS COUNCIL

(NPSTC)
The NPSTC is a federation of public safety organizations. It is very active in 
wireless regulatory matters, standards development, and support for statewide 
interoperability committees.
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Rich technical 
standards provide 

enough options 
that divergent 

implementations
can preclude 

interoperability.

Wireless LANs
didn’t take off until 
a subset of 802.11 

standards was 
settled on.

P25 (TIA/EIA-102) 
is a rich set of 

standards that can 
be interpreted and 

implemented in 
different ways.
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